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Jeannie L. Chaffin

U.S. Department of Health and Human Services
Administration for Children and Families

Office of Community Services, Division of State Assistance
370 L'Enfant Promenade, S.W.

Washington, D. C. 20447

SUBJECT: LOW-INCOME HOME ENERGY ABBREVIATED STATE PLAN
APPLICATION FOR FEDERAL FISCAL YEAR 2014

Dear Director Chaffin:

Enclosed is the State of California's Low-Income Home Energy Assistance Program
(LIHEAP) Abbreviated State Plan Application for Federal Fiscal Year 2014 and the
LIHEAP Household Report for Federal Fiscal Year 2013.

Pursuant to Title XXV1 of the Omnibus Budget Reconciliation Act of 1981, as amended,
| certify that the Department of Community Services and Development (CSD) will

comply with the sixteen federal assurances. A delegation letter from Governor Brown is
enclosed. .

On August 16, 2013, CSD conducted a public hearing on the proposed LIHEAP
Abbreviated State Plan Application, as required by federal l[aw. No public testimony
was presented.

Sincerely,

LINNE S]éUT

Director

Enclosures

Serving Low-Income Families Through Community Partners




OFFICE OF THE GOVERNOR

May 26, 2011

Ms, Yolanda J. Butler, Ph.D.

Acting Director ‘

Office of Community Services

Administration for Children and Families , y
U.S. Department of Health and Human Services

370 L’Enfant Promenade, S.W,

Washington, D.C. 20447

Deaf Ms. Butler:

Pursuant to 42 U.S.C. 9908(a)(1) and Title 45, Part 96.10(b) of the Code of Federal Regulations,
I hereby delegate signature authority to John A. Wagner, Acting Direcior of the State of
California’s Department of Community Services and Development, and his successor, for the
purposes of submitting the application and certifying compliance with federal assurances relating
to the Community Services Block Grant and Low-Income Home Energy Assistant Program.

Sinderely,

WL e

GOVERNOR EDMUND G. BROWN JR. © SACRAMENTO, CALIFORNIA 95814 + (916) 445-2841




ATTACHMENT 4
LOW INCOME HOME ENERGY ASSISTANCE PROGRAM (LIHEAP)
ABBREVIATED MODEL PLAN
PUBLIC LAW 97-35, AS AMENDED

FISCAL YEAR (FY) 2014

GRANTEE State of California, Department of Community Services and Development

EIN: 1-94-600001347-K4

ADDRESS: Sacramento, CA 95812-1947

2389 Gateway Oaks Drive, Suite 100

Sacramento, CA 95833

NAME OF LIHEAP COORDINATOR: _Sylmia Britt

EMAIL: SBritt@csd.ca.gov

TELEPHONE: 916-576-7153 FAX: _916-263-1406

LAST DETAILED MODEL PLAN FILED: FY 2013
PLEASE CHECK ONE: TRIBE STATE _X INSULAR AREA

Department of Health and Human Services
Administration for Children and Families
Office of Community Services

Washington, D.C. 20447

August 1987, revised 05/92, 02/95, 03/96, 12/98, 11/01
OMB Approval No. 0970-0075, Expiration Date: 04/30/2014

THE PAPERWORK REDUCTION ACT OF 1995 (Pub. L. 104-13)

Use of this model plan is optional. However, the information requested is required in order to receive a Low
Income Home Energy Assistance Program (LIHEAP) grant in years in which a grantee is not required to use the
detailed model plan. Public reporting burden for this collection of information is estimated to average 20 minutes
per response, including the time for reviewing instructions, gathering and maintaining the data needed, and
reviewing the collection of information. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a currently valid OMB control number.




GRANTEE: Department of Community Services and Development FY2014
Assurances

The Department of Community Services and Development agrees to:
(Grantee Name)
(1) use the funds available under this title to--
(A) conduct outreach activities and provide assistance to low income households in
meeting their home energy costs, particularly those with the lowest incomes that pay a
high proportion of household income for home energy, consistent with paragraph (5);

(B) intervene in energy crisis situations;

(C) provide low-cost residential weatherization and other cost-effective energy-related
home repair; and

(D) plan, develop, and administer the State's program under this title including leveraging
programs,

and the State agrees not to use such funds for any purposes other than those specified in this title;
(2) make payments under this title only with respect to--
(A) households in which one or more individuals are receiving--

(i) assistance under the State program funded under part A of title IV of the Social
Security Act;

(i) supplemental security income payments under title XV1 of the Social Security
Act;

(iii) food stamps under the Food Stamp Act of 1977; or
(iv) payments under section 415, 521, 541, or 542 of title 38, United States Code,
or under section 306 of the Veterans' and Survivors' Pension Improvement Act of
1978; or
(B) households with incomes which do not exceed the greater of --
(i) an amount equal to 150 percent of the poverty level for such State; or
(ii) an amount equal to 60 percent of the State median income;
except that a State may not exclude a household from eligibility in a fiscal year solely on
the basis of household income if such income is less than 110 percent of the poverty level

for such State, but the State may give priority to those households with the highest home
energy costs or needs in relation to household income.
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GRANTEE: Department of Community Services and Development FY2014
(3) conduct outreach activities designed to assure that eligible households, especially households
with elderly individuals or disabled individuals, or both, and households with high home energy
burdens, are made aware of the assistance available under this title, and any similar energy-
related assistance available under subtitle B of title VI (relating to community services block
grant program) or under any other provision of law which carries out programs which were
administered under the Economic Opportunity Act of 1964 before the date of the enactment of
this Act;

(4) coordinate its activities under this title with similar and related programs administered by the
Federal Government and such State, particularly low-income energy-related programs under
subtitle B of title VI (relating to community services block grant program), under the
supplemental security income program, under part A of title IV of the Social Security Act, under
title XX of the Social Security Act, under the low-income weatherization assistance program
under title IV of the Energy Conservation and Production Act, or under any other provision of
law which carries out programs which were administered under the Economic Opportunity Act
of 1964 before the date of the enactment of this Act;

(5) provide, in a timely manner, that the highest level of assistance will be furnished to those
households which have the lowest incomes and the highest energy costs or needs in relation to
income, taking into account family size, except that the State may not differentiate in
implementing this section between the households described in clauses 2(A) and 2(B) of this
subsection;

(6) to the extent it is necessary to designate local administrative agencies in order to carry out the
purposes of this title, to give special consideration, in the designation of such agencies, to any
local public or private nonprofit agency which was receiving Federal funds under any low-
income energy assistance program or weatherization program under the Economic Opportunity
Act of 1964 or any other provision of law on the day before the date of the enactment of this Act,
except that--

(A) the State shall, before giving such special consideration, determine that the agency
involved meets program and fiscal requirements established by the State; and

(B) if there is no such agency because of any change in the assistance furnished to
programs for economically disadvantaged persons, then the State shall give special
consideration in the designation of local administrative agencies to any successor
agency which is operated in substantially the same manner as the predecessor agency
which did receive funds for the fiscal year preceding the fiscal year for which the
determination is made;

(7) if the State chooses to pay home energy suppliers directly, establish procedures to --

(A) notify each participating household of the amount of assistance paid on its behalf;
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GRANTEE: Department of Community Services and Development FY2014
(B) assure that the home energy supplier will charge the eligible household, in the normal
billing process, the difference between the actual cost of the home energy and the
amount of the payment made by the State under this title;

(C) assure that the home energy supplier will provide assurances that any agreement
entered into with a home energy supplier under this paragraph will contain provisions to
assure that no household receiving assistance under this title will be treated adversely
because of such assistance under applicable provisions of State law or public regulatory
requirements; and

(D) ensure that the provision of vendored payments remains at the option of the State in
consultation with local grantees and may be contingent on unregulated vendors taking
appropriate measures to alleviate the energy burdens of eligible households, including
providing for agreements between suppliers and individuals eligible for benefits under
this Act that seek to reduce home energy costs, minimize the risks of home energy crisis,
and encourage regular payments by individuals receiving financial assistance for home
energy costs;

(8) provide assurances that --

(A) the State will not exclude households described in clause (2)(B) of this subsection
from receiving home energy assistance benefits under clause (2), and

(B) the State will treat owners and renters equitably under the program assisted under this
title;

(9) provide that --

(A) the State may use for planning and administering the use of funds under this title an
amount not to exceed 10 percent of the funds payable to such State under this title for a
fiscal year and not transferred pursuant to section 2604(f) for use under another block
grant; and

(B) the State will pay from non-Federal sources the remaining costs of planning and
administering the program assisted under this title and will not use Federal funds for such
remaining cost (except for the costs of the activities described in paragraph (16));

(10) provide that such fiscal control and fund accounting procedures will be established as may
be necessary to assure the proper disbursal of and accounting for Federal funds paid to the State
under this title, including procedures for monitoring the assistance provided under this title, and
provide that the State will comply with the provisions of chapter 75 of title 31, United States
Code (commonly known as the "Single Audit Act™);

(11) permit and cooperate with Federal investigations undertaken in accordance with section
2608;
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GRANTEE: Department of Community Services and Development FY2014
(12) provide for timely and meaningful public participation in the development of the plan
described in subsection (c);

(13) provide an opportunity for a fair administrative hearing to individuals whose claims for
assistance under the plan described in subsection (c) are denied or are not acted upon with
reasonable promptness; and

(14) cooperate with the Secretary with respect to data collecting and reporting under section
2610.

(15)* beginning in fiscal year 1992, provide, in addition to such services as may be offered by
State Departments of Public Welfare at the local level, outreach and intake functions for crisis
situations and heating and cooling assistance that is administered by additional State and local
governmental entities or community-based organizations (such as community action

agencies, area agencies on aging and not-for-profit neighborhood-based organizations), and in
States where such organizations do not administer functions as of September 30, 1991,
preference in awarding grants or contracts for intake services shall be provided to those agencies
that administer the low-income weatherization or energy crisis intervention programs.

* This assurance is applicable only to States, and to territories whose annual regular
LIHEAP allotments exceed $200,000. Territories with annual allotments of $200,000 or
less and Indian tribes/tribal organizations are not subject to Assurance 15.

(16) use up to 5 percent of such funds, at its option, to provide services that encourage and
enable households to reduce their home energy needs and thereby the need for energy assistance,
including needs assessments, counseling, and assistance with energy vendors, and report to the
Secretary concerning the impact of such activities on the number of households served, the level
of direct benefits provided to those households, and the number of households that remain
unserved.
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GRANTEE: Department of Community Services and Development FYZ2014

Certification to the Assurances: As Chief Executive Officer, T agree to comply with the sixteen
assurances contained in Title XXVI of the Omnibus Budget Reconciliation Act of 1981, as
amended.* By signing these assurances, I also agree to abide by the standard assurances on
lobbying, debarment and suspension, and a drug-free workplace.

Signature of the Fribal or Board Chairperson or Chief Executive Officer of the State or
Territory.** J

Signature: // ( W“F LINNE STOUT

Title: Director

Date: August, 29, 2013

* Indian tribes/tribal organizations, and territories with annual regnlar LIHEAP
allotments of $200,000 or less, are not subject to assurance 15, and thus must only certify to
15 assurances.

** If a person other than the Chief Executive Officer of the State or territory, or Tribal
Chairperson or Board Chairperson of a tribal organization, is signing the certification to
the assurances, a letter must be submitted delegating such authority. (PLEASE ATTACH
DELEGATION of AUTHORITY.) The delegation must include authority to sign the
assurances, not just to administer the program,

*#%* HHS needs the EIN (Entity Identification Number) of the State, territory or Tribal
agency that is to receive the grant funds before it can issue the grant.

In the above assurances which are quoted from the law, "State” means the 50 States, the District
of Columbia, an Indian Tribe or Tribal Organization, or a Territory; "title" of the Act refers to
Title XXVI of the Omnibus Budget Reconciliation Act of 1981 (OBRA), as amended, the "Low
Income Home Energy Assistance Act"; "section" means Section 2605 of OBRA; and,
"subsection" refers to Section 2605(b) of OBRA.
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GRANTEE: Department of Community Services and Development FY2014

Modified LIHEAP FY 2013 Application

Please list all changes made from your most recent detailed plan.

Page Subject Modification
7 LIHEAP Use
Of Funds CSD wiill alter its use of LIHEAP funds as follows:

_14.61 % heating assistance

_14.61 % cooling assistance

_30.70 % crisis assistance
2605(K)(1) _15.00 % weatherization assistance*

10.00 % carryover to the following fiscal year
2605(b)(9) _10.00 % administrative and planning costs

2605(b)(16) 5.00 % services to reduce home energy needs
including needs assessment (assurance 16)

0.08 % used to develop and implement leveraging
activities (limited to the greater of 0.08% or
$35,000 for States, the greater of 2% or $100 for
territories, tribes and tribal organizations).
100.00% TOTAL

9 Categorical

Eligibility CSD will not have categorical eligibility for SNAP, known
as CalFresh in California. Instead, the nominal benefit
provided to the client will be used, as an outreach cost to
increase the participation and awareness of CalFresh
recipients of the LIHEAP program. CalFresh beneficiaries,
who receive the LIHEAP outreach funding, will still apply
for the program under the standard eligibility and
verification methodology employed for other applicants.

35 Leveraging CSD, in partnership, with the California Public Utilities
Commission (CPUC), and the major investor owned
utilities have undertaken a data sharing pilot project that

focuses on three areas: general data sharing, a bulk
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GRANTEE: Department of Community Services and Development FY2014

OMB Approval No.

purchasing endeavor, geographic coordination of services
and solar water heater replacement.

The data sharing pilot focuses on addressing the need for
CSD to coordinate with utilities in order to exchange and
receive consumption data, as well as, data associated with
weatherized homes, in an attempt to improve the delivery
of services to the low income population.

The bulk purchasing pilot leverages the utility buying
power with the needs of our provider network. Based on
need, participating providers will work with the utilities to
purchase items for their inventory through the utilities’
bulk purchasing method. The intended effect of the pilot is
to exact a per measure cost savings by lowering the
material cost.

The geographic coordination pilot is focused on evaluating
the benefits of using one contractor or single point of
contact for the delivery of combined weatherization
program services for LIHEAP and utility funded low
income programs, in order to reduce overhead,
administrative, and delivery costs per household serviced.

CSD, and its provider network, and three investor owned
utilities, have also partnered to administer an innovative
pilot project surrounding solar water heaters. The pilot
project consists of leveraging the Department’s 2012
LIHEAP Leveraging award funds with utility financed
incentives (rebates) to fund the installation of solar water
heater systems on a select number of low-income
households.

CSD intends to use a portion of the 2012 LIHEAP
Leveraging Award funds and 2013 LIHEAP administrative
funds to support the implementation of the pilot Solar
Water Heater Pilot program. The Solar program will be
geared towards providing qualified low-income households
with a solar water heater. CSD will dedicate $1.6 million
dollars of 2012 Leveraging funds and $80,000 of 2013
LIHEAP funds to the Solar Water Heater Pilot program.
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GRANTEE: Department of Community Services and Development FY2014
Please specify whether you are using calendar year 2013 poverty level or FY 2014 median
income estimates in determining eligibility:

2011 poverty level %
OR

FY 2012 median income 60 %

Please describe how you obtained public participation in the development of your 2014 plan.
(For States, please also provide information on your public hearings.):

On August 2, 2013, the draft 2014 Low-Income Home Energy Assistance Program (LIHEAP)
Abbreviated Model Plan Application was made available for review through a public notice
published in several newspapers in the north, central, and southern parts of the state, posted to
CSD’s public website, emailed to CSD’s network of LIHEAP Service Providers, emailed to the
California Public Utilities Commission (CPUC) and emailed to investor owned utilities in
California.

The notification announced the date, time, and location of the public hearing. Public Notices
were. Publication of these notices was posted ten days prior to the August 16, 2013 hearing date.
The public had until 5:00 p.m. on August 16, 2013 to submit written comments.

A public hearing was conducted on August 16, 2013 at 10:00 a.m. at the Department of
Community Services and Development (CSD), 2389 Gateway Oaks Drive, Sinex Conference
Room, Sacramento, CA 95833.

No written comments were received from the public, LIHEAP Service Providers, the CPUC or
investor owned utilities during the neither the public comment period nor hearing.

Date Carryover and Reallotment Report submitted: _August 1, 2013

Submit Continuation Pages as Necessary
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GRANTEE: Department of Community Services and Development FY2014

ADDITIONAL CERTIFICATIONS AND REQUIREMENTS

Attached are additional certifications required as follows:

*

Lobbying certification, which must be filed by all States and territories. If applicable,
Form LLL, which discloses lobbying payments, must be submitted. (Tribes and tribal
organizations are EXEMPT.)

Debarment and suspension certification, which must be filed by all grantees.

Drug-free workplace requirement certification, which must be filed by all grantees,
unless the grantee has filed a statewide certification with the Department of Health and
Human Services. STATES ONLY: If you have filed a statewide certification for the
drug-free workplace requirement, please check here:

One of the requirements included in the 1994 reauthorization of the statute is that
grantees must include in their annual application for funds a report on the number and
income levels of households applying for and receiving LIHEAP assistance, and on the
number of recipient households that have members who are elderly, disabled, or young
children.

All Tribes and those territories with allotments of less than $200,000 need only
submit data on the number of households served by each component (heating, cooling,
weatherization and crisis). The approval for the collection of information contained in
the LIHEAP Household Report is covered by OMB approval number 0970-0060.

Though not a part of this application, the report on funds to be carried over or available
for reallotment as required by section 2607(a) for the preceding year must be submitted
by August 1 of each year. A grant award for the current fiscal year may not be made
until the carryover/reallotment report is received. The approval for the collection of
information contained in the LIHEAP Carryover and Reallotment Report is covered
by OMB approval number 0970-0106.
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CERTIFICATION REGARDING LOBBYING
Certification for Contracts, Grants, Loans, and Cooperative Agreements

The undersigned certifies, to the best of his or her knowledge and belief,
that:

(1} No Federal appropriated funds have been paid or will be paid, by or on
behalf of the undersigned, to any person for influencing or attempting to
influence an officer or employee of an agency, a Member of Congress, an
officer or employee of Congress, or an employes of a Member of Congress in
connection with the awarding of any Federal contract, the making of any
Federal grant, the making of any Federal loan, the entering into of any
cooperative agreement, and the extension, continuation, renewal, amendment, or
medification of any Federal contract, grant, loan, or cooperative agreement.

{2) If any funds other than Federal appropriated funds have been paid or will
be paid to any person for influencing or attempting to influence an officer or
employee of any agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement, the undersigned shall
complete and submit Standard Form-LLL, ""Disclosure Form to Report Lobbying,''
in accordance with its instructions,

(3) The undersigned shall require that the language of this certification be
included in the award documents for all subawards at all tiers {including
subcontracts, subgrants, and contracts under grants, loans, and cooperative
agreements) and that all subrecipients shall certify and disclose accordingly.
This certification is a material representaticn of fact upon which reliance
was piaced when this transaction was made or entered into. Submission of this
certification is a prerequisite for making or entering into this transaction
imposed by section 1352, title 31, U.S. Code. Any perscn who fails to file the
required certification shall be subject to a civil penalty of not less than
510,000 and not more than $100,000 for each such failure.

Statement for Lban Guarantees and Loan Insurance
The undersigned states, to the best of his or her knowledge and belief, that:

If any funds have been paid or will be paid to any person for influencing or
attempting to influence an officer or employee of any agency, a Member of
Congress, an officer or employee of Congress, or an employee of a Member of
Congress in connection with this commitment providing for the United States to
insure or guarantee a loan, the undersigned shall complete and submit Standard
Form-LLL, " “Disclosure Form to Report Lobbying,'' in accordance with its
instructions. Submission of this statement is a prerequisite for making or
entering into this transaction imposed by section 1352, title 31, U.S. Code.
Any person who fails to file the required statement shall be subject to a
civil penalty of not less than $10,000 and not more than 3100,000 for each

J I

¥ gnature

Dirxector

Title

Department of Community of Services and Development
Organization
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GRANTEE: Department of Community Services and Development FY2014
CERTIFICATION REGARDING DEBARMENT, SUSPENSION AND OTHER
RESPONSIBILITY MATTERS

Certification Regarding Debarment, Suspension, and Other Responsibility Matters--Primary
Covered Transactions

Instructions for Certification

1. By signing and submitting this proposal, the prospective primary participant is providing
the certification set out below.

2. The inability of a person to provide the certification required below will not necessarily
result in denial of participation in this covered transaction. The prospective participant shall
submit an explanation of why it cannot provide the certification set out below. The certification
or explanation will be considered in connection with the department or agency's determination
whether to enter into this transaction. However, failure of the prospective primary participant to
furnish a certification or an explanation shall disqualify such person from participation in this
transaction.

3. The certification in this clause is a material representation of fact upon which reliance was
placed when the department or agency determined to enter into this transaction. If it is later
determined that the prospective primary participant knowingly rendered an erroneous
certification, in addition to other remedies available to the Federal Government, the department
or agency may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the
department or agency to which this proposal is submitted if at any time the prospective primary
participant learns that its certification was erroneous when submitted or has become erroneous
by reason of changed circumstances.

5. The terms covered transaction, debarred, suspended, ineligible, lower tier covered
transaction, participant, person, primary covered transaction, principal, proposal, and voluntarily
excluded, as used in this clause, have the meanings set out in the Definitions and Coverage
sections of the rules implementing Executive Order 12549. You may contact the department or
agency to which this proposal is being submitted for assistance in obtaining a copy of those
regulations.

6. The prospective primary participant agrees by submitting this proposal that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier
covered transaction with a person who is proposed for debarment under 48 CFR part 9, subpart
9.4, debarred, suspended, declared ineligible, or voluntarily excluded from participation in this
covered transaction, unless authorized by the department or agency entering into this transaction.

7. The prospective primary participant further agrees by submitting this proposal that it will
include the clause titled " Certification Regarding Debarment, Suspension, Ineligibility and
Voluntary Exclusion-Lower Tier Covered Transaction," provided by the department or agency
entering into this covered transaction, without modification, in all lower tier covered transactions
and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective
participant in a lower tier covered transaction that it is not proposed for debarment under 48 CFR
part 9, subpart 9.4, debarred, suspended, ineligible, or voluntarily excluded from the covered
transaction, unless it knows that the certification is erroneous. A participant may decide the
method and frequency by which it determines the eligibility of its principals. Each participant
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GRANTEE: Department of Community Services and Development FY2014
may, but is not required to, check the List of Parties Excluded from Federal Procurement and
Nonprocurement Programs.

9. Nothing contained in the foregoing shall be construed to require establishment of a system
of records in order to render in good faith the certification required by this clause. The
knowledge and information of a participant is not required to exceed that which is normally
possessed by a prudent person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant
in a covered transaction knowingly enters into a lower tier covered transaction with a person
who is proposed for debarment under 48 CFR part 9, subpart 9.4, suspended, debarred,
ineligible, or voluntarily excluded from participation in this transaction, in addition to other
remedies available to the Federal Government, the department or agency may terminate this
transaction for cause or default.

*hkkkikkkkikkkik

Certification Regarding Debarment, Suspension, and Other Responsibility Matters--Primary
Covered Transactions

(1) The prospective primary participant certifies to the best of its knowledge and belief, that it
and its principals:

(a) Are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded by any Federal department or agency;

(b) Have not within a three-year period preceding this proposal been convicted of or had a
civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or contract under a public transaction; violation of Federal or State antitrust statutes
or commission of embezzlement, theft, forgery, bribery, falsification or destruction of records,
making false statements, or receiving stolen property;

(c) Are not presently indicted for or otherwise criminally or civilly charged by a governmental
entity (Federal, State or local) with commission of any of the offenses enumerated in paragraph
(1)(b) of this certification; and

(d) Have not within a three-year period preceding this application/proposal had one or more
public transactions (Federal, State or local) terminated for cause or default.

(2) Where the prospective primary participant is unable to certify to any of the statements in
this certification, such prospective participant shall attach an explanation to this proposal.

Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion--Lower
Tier Covered Transactions

Instructions for Certification

1. By signing and submitting this proposal, the prospective lower tier participant is providing
the certification set out below.

2. The certification in this clause is a material representation of fact upon which reliance was
placed when this transaction was entered into. If it is later determined that the prospective lower
tier participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government the department or agency with which this transaction
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GRANTEE: Department of Community Services and Development FY2014
originated may pursue available remedies, including suspension and/or debarment.

3. The prospective lower tier participant shall provide immediate written notice to the person
to which this proposal is submitted if at any time the prospective lower tier participant learns that
its certification was erroneous when submitted or had become erroneous by reason of changed
circumstances.

4. The terms covered transaction, debarred, suspended, ineligible, lower tier covered
transaction, participant, person, primary covered transaction,

principal, proposal, and voluntarily excluded, as used in this clause, have the meaning set out in
the Definitions and Coverage sections of rules implementing Executive Order 12549. You may

contact the person to which this proposal is submitted for assistance in obtaining a copy of those
regulations.

5. The prospective lower tier participant agrees by submitting this proposal that, [[Page
33043]] should the proposed covered transaction be entered into, it shall not knowingly enter
into any lower tier covered transaction with a person who is proposed for debarment under 48
CFR part 9, subpart 9.4, debarred, suspended, declared ineligible, or voluntarily excluded from
participation in this covered transaction, unless authorized by the department or agency with
which this transaction originated.

6. The prospective lower tier participant further agrees by submitting this proposal that it will
include this clause titled “"Certification Regarding Debarment, Suspension, Ineligibility and
Voluntary Exclusion-Lower Tier Covered Transaction," without modification, in all lower tier
covered transactions and in all solicitations for lower tier covered transactions.

7. A participant in a covered transaction may rely upon a certification of a prospective
participant in a lower tier covered transaction that it is not proposed for debarment under 48 CFR
part 9, subpart 9.4, debarred, suspended, ineligible, or voluntarily excluded from covered
transactions, unless it knows that the certification is erroneous. A participant may decide the
method and frequency by which it determines the eligibility of its principals. Each participant
may, but is not required to, check the List of Parties Excluded from Federal Procurement and
Nonprocurement Programs.

8. Nothing contained in the foregoing shall be construed to require establishment of a system
of records in order to render in good faith the certification required by this clause. The
knowledge and information of a participant is not required to exceed that which is normally
possessed by a prudent person in the ordinary course of business dealings.

9. Except for transactions authorized under paragraph 5 of these instructions, if a participant in
a covered transaction knowingly enters into a lower tier covered transaction with a person who is
proposed for debarment under 48 CFR part 9, subpart 9.4, suspended, debarred, ineligible, or
voluntarily excluded from participation in this transaction, in addition to other remedies
available to the Federal Government, the department or agency with which this transaction
originated may pursue available remedies, including suspension and/or debarment.

*khkhkkhkkkkkhik

Certification Regarding Debarment, Suspension, Ineligibility an VVoluntary Exclusion--Lower
Tier Covered Transactions

(1) The prospective lower tier participant certifies, by submission of this proposal, that neither
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it nor its principals is presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded from participation in this transaction by any Federal
department or agency.

(2) Where the prospective lower tier participant is unable to certify to any of the statements in
this certification, such prospective participant shall attach an explanation to this proposal.

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

This certification is required by the regulations implementing the Drug-Free Workplace Act of
1988: 45 CFR Part 76, Subpart, F. Sections 76.630(c) and (d)(2) and 76.645(a)(1) and (b)
provide that a Federal agency may designate a central receipt point for STATE-WIDE AND
STATE AGENCY-WIDE certifications, and for notification of criminal drug convictions. For
the Department of Health and Human Services, the central pint is: Division of Grants
Management and Oversight, Office of Management and Acquisition, Department of Health and
Human Services, Room 517-D, 200 Independence Avenue, SW Washington, DC 20201.

Certification Regarding Drug-Free Workplace Requirements (Instructions for Certification)

1. By signing and/or submitting this application or grant agreement, the grantee is providing the
certification set out below.

2. The certification set out below is a material representation of fact upon which reliance is
placed when the agency awards the grant. If it is later determined that the grantee knowingly
rendered a false certification, or otherwise violates the requirements of the Drug-Free Workplace
Act, the agency, in addition to any other remedies available to the Federal Government, may take
action authorized under the Drug-Free Workplace Act.

3. For grantees other than individuals, Alternate | applies.
4. For grantees who are individuals, Alternate Il applies.

5. Workplaces under grants, for grantees other than individuals, need not be identified on the
certification. If known, they may be identified in the grant application. If the grantee does not
identify the workplaces at the time of application, or upon award, if there is no application, the
grantee must keep the identity of the workplace(s) on file in its office and make the information
available for Federal inspection. Failure to identify all known workplaces constitutes a violation
of the grantee's drug-free workplace requirements.

6. Workplace identifications must include the actual address of buildings (or parts of buildings)
or other sites where work under the grant takes place. Categorical descriptions may be used (e.g.,
all vehicles of a mass transit authority or State highway department while in operation, State
employees in each local unemployment office, performers in concert halls or radio studios).

7. If the workplace identified to the agency changes during the performance of the grant, the
grantee shall inform the agency of the change(s), if it previously identified the workplaces in
question (see paragraph five).
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8. Definitions of terms in the Nonprocurement Suspension and Debarment common rule and
Drug-Free Workplace common rule apply to this certification. Grantees' attention is called, in
particular, to the following definitions from these rules:

Controlled substance means a controlled substance in Schedules I through V of the Controlled
Substances Act (21 U.S.C. 812) and as further defined by regulation (21 CFR 1308.11 through
1308.15);

Conviction means a finding of guilt (including a plea of nolo contendere) or imposition of
sentence, or both, by any judicial body charged with the responsibility to determine violations of
the Federal or State criminal drug statutes;

Criminal drug statute means a Federal or non-Federal criminal statute involving the
manufacture, distribution, dispensing, use, or possession of any controlled substance;

Employee means the employee of a grantee directly engaged in the performance of work under a
grant, including: (i) All direct charge employees; (ii) All indirect charge employees unless their
impact or involvement is insignificant to the performance of the grant; and, (iii) Temporary
personnel and consultants who are directly engaged in the performance of work under the grant
and who are on the grantee's payroll. This definition does not include workers not on the payroll
of the grantee (e.g., volunteers, even if used to meet a matching requirement; consultants or
independent contractors not on the grantee's payroll; or employees of subrecipients or
subcontractors in covered workplaces).

Certification Regarding Drug-Free Workplace Requirements

Alternate I. (Grantees Other Than Individuals)

The grantee certifies that it will or will continue to provide a drug-free workplace by:

(a) Publishing a statement notifying employees that the unlawful manufacture,
distribution, dispensing, possession, or use of a controlled substance is prohibited in the
grantee's workplace and specifying the actions that will be taken against employees for
violation of such prohibition;

(b) Establishing an ongoing drug-free awareness program to inform employees about --
(1)The dangers of drug abuse in the workplace;

(2) The grantee's policy of maintaining a drug-free workplace;

(3) Any available drug counseling, rehabilitation, and employee assistance programs; and
(4) The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace;

c) Making it a requirement that each employee to be engaged in the performance of the
grant be given a copy of the statement required by paragraph (a);

(d) Notifying the employee in the statement required by paragraph (a) that, as a condition
of employment under the grant, the employee will --

(1) Abide by the terms of the statement; and
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(2) Notify the employer in writing of his or her conviction for a violation of a criminal
drug statute occurring in the workplace no later than five calendar days after such
conviction;

(e) Notifying the agency in writing, within ten calendar days after receiving notice under
paragraph (d)(2) from an employee or otherwise receiving actual notice of such
conviction. Employers of convicted employees must provide notice, including position
title, to every grant officer or other designee on whose grant activity the convicted
employee was working, unless the Federal agency has designated a central point for the
receipt of such notices. Notice shall include the identification number(s) of each affected
grant;

(F) Taking one of the following actions, within 30 calendar days of receiving notice under
paragraph (d)(2), with respect to any employee who is so convicted —

(1) Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

(2) Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

(g) Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs (a), (b), (c), (d), (e) and (f).

(B) The grantee may insert in the space provided below the site(s) for the performance of
work done in connection with the specific grant:

Place of Performance (Street address, city, county, state, zip code)

2389 Gateway Oaks Drive, Suite 100, Sacramento, Sacramento County, CA 95833

Check if there are workplaces on file that are not identified here.
Alternate I1. (Grantees Who Are Individuals)

(a) The grantee certifies that, as a condition of the grant, he or she will not engage in the
unlawful manufacture, distribution, dispensing, possession, or use of a controlled
substance in conducting any activity with the grant;

(b) If convicted of a criminal drug offense resulting from a violation occurring during the
conduct of any grant activity, he or she will report the conviction, in writing, within 10
calendar days of the conviction, to every grant officer or other designee, unless the
Federal agency designates a central point for the receipt of such notices. When notice is
made to such a central point, it shall include the identification number(s) of each affected
grant.

[55 FR 21690, 21702, May 25, 1990]
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Attachment One: Public Hearing Comments and Responses

No Public Hearing comments were made.
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Attachment Two: Notices of Public Hearing

» CSD’s Website

> Notice emailed to all LIHEAP Service Providers

> Public Notice published in the following newspapers:
= LA Opinion
= Los Angeles Times
= Redding Record Searchlight

=  The Sacramento Bee
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Screen print of CSD’s website

Community Services & Development

GOV

Home | AboutUs Respurces Mewsroom | Contact Us

Home = Mewsroom = Events

CSD Public Notices, Meetings, Events & Important Dates

=
(]
)
M
w

2014-15 DRAFT CSBG State Plan & Application

The 2014-15 DRAFT Community Services Block Grant (CSBG) State Plan and Application is available for public viewing and
comment:

= 201id4-15 DRAFT CSBG State Plan and Application

& public/legislative hearing on the State Plan will be hosted by the State Legislature on Tuesday, August 20, 2013, See the
calendar for more details,

PUBLIC HEARING: 2014 DRAFT LIHEAP State Plan
. Email this =vent to m= @ . - )
Start Daebe/ Time: Friday, August 16, 20132 10:00 AMFriday, August 16, 2013 12:00 PM

End Duarbe, Time: One time eventMNormal Prierity

Recurring Event:

Importance:

Description: The Federal Fiscal ¥ear (FFY) 2014 DRAFT
Low-Income Home Energy Assistance
Program [LIHEAP) State Plan is available for
public wiewing and comment:

=« FFY 2014 DRAFT LIHEAP State Plan

& public hearing on the State Plan will be
held on Friday, August 16, 2013 at 10:00
a.m. at the address listed below,

Department of Community Services and
Development

Sinex Conference Raom

2389 Gateway Oaks Drive, #100
Sacramento, CA 35833

written comments regarding the State Plan
will be accepted until 5 p.m. on Friday,
August 16, 2013, Comments may alse be
mailed to the address above to the attention
of Sylmia Britt,

Owned by C50O-C& On Friday, August 02, 2013
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Screen print of CSD’s calendar from CSD’s website

GOV

Home | Aboutls Services Resources Newsroom Contact Us

Home > Mewsroom = Events

CSD Public Notices, Meetings, Events & Important Dates

PUBLIC NOTICES

[ig]

[ 9p]

JRAFT CSBG State Plan & Application

The 2014-15 DRAFT Community Services Block Grant {CSBG) State Plan and Applicatien is available for public viewing and
commeant:

= 2014-15 DRAFT CSBG State Plan and Application

& public/l=gislative hearing on the State Plan will be hosted by the State Legislature on Tuesday, August 20, 2013, See the
calendar for more details,

Totsy |B(21/2013 it [ [
Jul August 2013 Saptamber
¥ P
Sun Mon Tue Wed Thu Fri Sat
25 2= 3 31 1 z 3
PUBLIC NOTICE: 2018

DAAFT LIHEAP STATE
PLAN APPLICATION

11 12 i3 14 15 15 17
PUBLIC HEARING: 2014

DAAFT LIHEAP Stats Flan

1B 13 o) Fird 2 22

2014-15TSEG State Fian

LagislathvePublic Hearing

a5 25 o 28 = 3 31
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Email sent to all LIHEAP Service Providers

= e

7, 1gnare x _% _@ i& ﬁl\deeting L Transfer of Funds fRToManager 5 @RL”ES' E J Y ﬂ% ¥ Fing "‘2_)
' ' = ﬁ_‘_]Team E-mail q/Done LJ @OneNote vd Wl %Related' A

@ lunk ~
Delete  Reply Reply Forward & - ~ — Move Mark Categorize Follow | Translate | Zoom
Al A MoreT 0L Reply @ Delete 7 Create New | e B AdionsT | ypread v Up~ - b Select~
Delete Respond Quick Steps [P Mave Tags F1 Editing Zoom
From: Britt, Sylmia@CSD Sent: Fri8/2/2013 3:19 PM
To: 'ACCES', 'ATCAA EDV; Berkeley ED'; ‘Butte ED'; 'CCES ED'; 'CES ED'; 'CESC-Greater Bay Ares’; Contra Costa ED'; 'CRP ED'; 'CSET ED'; 'CUL ED'; 'CVOC ED'; Nielson, Daniel @EDCGOV'; Fresno ED;

Gruendl, Scott@Glenn; 'Glenn BD 2} 'GNC BD'; jpaydoni@imaca net; 'ern ED'; Katy Eckert (Katy, Eckert@co.nevada.ca.us); ¥ings ED'; ‘Lassen ED'; Long Beach ED'; MAAC ED'; Madera ED'; Maravila ED';
"Marin ED'; 'Mariposa ED'; 'Merced ED'; 'NCES ED'; 'Orange ED'; PACE ED'; ‘Plumas ED'; Project Go ED'; ‘Redwood ED'; Riverside ED'; 'Sacred Heart ED'; 'San Benito ED'; 'San Bernarding ED'; 'San Frandsco ED';
'5an Joaquin EC'; 'San Luis Obispo ED'; ‘Santa Barbara ED'; 'SHHIP ED'; 'Spectrum ED'; TEACH ED'; 'Ventura'

o 'ACCES'; 'Alameda PM'; 'ATCAA PM'; Berkeley PM'; Ted Schol {tschol @BUTTECAA. com); 'CCES PM'; 'CESC'; 'Contra Costa PM'; 'CRP PM'; 'CRP PM 2Z; 'CSET PM'; 'CUIL PM'; 'CVOC PM'; 'El Dorado P
‘Freana IT Director'; Matt Tmbers (Matt@projectgoinc.org)’ (Matt@projectgoinc. org); Fresno PM'; Fresna PM': ‘Glenn PM'; 'Great Northern'; TMACA'; TMACA'; Wern PM'; Kings PM’; Long Beadh'; MAAC PM'
'MAAC PM 2; 'Madera PM'; Maravilla'; 'Marin PM'; ‘Mariposa PM'; ‘Mariposa PM'; ‘Merced PM; 'Orange ARRA 2 PM'; 'Orange PM'; 'PACE'; Plumas (WX-Redwood Only) PM'; Flumas PM'; ‘Praject Go PM’;
‘Redwood PM'; RHA PM'; 'RHA PM’; Riverside PM'; ‘Sacred Heart PM'; 'San Benito PM'; 'San Bernading PM'; 'San Francisco PM'; 'San Joaquin PM'; 'San Joaguin PM 2 'San Luis Obispo PM'; 'Santa Barbara PM';

Subject: Draft LIHEAP Abbreviated State Plan Application for Federal Fiscal Year 2014
- Message I @DRAF[ FFY 2014 LIHEAP State Plan.pdf (2 MB) @2014 NOTICE OF PUBLIC Hearing - Newspaper 2013liheap_sp.doc (22 KB}

]

4 |

& 1|

Dear Local Service Provider,

This email is to inform you that the draft Low-Income Home Energy Assistance Program (LIHEAP) Abbreviated State Plan Application for Federal Fiscal Year
(FFY) 2014 is now available on the Department of Community Services and Development's (CSD) website at www.csd.ca.gov (under ‘Public Notices"). Under
federal LIHEAP guidelines adopted by the U.S. Department of Health and Human Services (HHS), states are to submit an abbreviated plan. CSD is required to
submit an abbreviated plan for the 2014 FFY.

A public hearing will be held to accept comments regarding the draft Low-Income Home Energy Assistance Program (LIHEAP) Abbreviated State Plan Application.
The hearing is scheduled for Friday, August 16, 2013 at 10:00 am. and will be conducted at CSD, 2389 Gateway Oaks Drive, Sacramento, Sinex Conference
Room. Persons presenting oral festimony are requested to provide a written statement of their presentation at the conclusion will be accepted until 5:00 p.m. Friday,
August 16, 2013. Please limit your comments to the contents of the Abbreviated State Plan Application. Written testimony may be submitted to Sylmia Britt,
Manager, Utility Assistance Section, 2389 Gateway Oaks Drive, Ste. 100. Copies of the draft LIHEAP Abbreviated State Plan Application will also be available at
the hearing.

Please post the attached Public Notice in a public place in your office until 5:00 p.m. on August 16, 2013

Thank you,

Sylmia Britt

Utility Assistance Manager

Dept. of Community Services & Development
ph.: (916) 576-7154

email: Sylmia Britt@csd.ca.gov

b g R i3 ¥ EREET Y o SRR LRSS  SPLE of BRSE i I  SERIEN SR
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Proof of Publications

PROOF OF PUBLICATION
(2015.5C.C.P)

La Opinion

www.laopinion.com pI'OMeC'ICI

A
700 5. Flower St.» Los Angeles, CA 90017
Tel: {213) 896-2260 « Fax: (213) 896-2238

STATE OF CALIFORNIA This space is for the County Clerk’s filing Stamp

I am a citizen of the United States and a
resident of the county aforesaid; | am over

the age of eighteen years, and not a party
to or interested in the above-entitle matter,
| am the principal clerk of the printer of

La Opinién a newspaper of general
circulation, printed and published daily in
the city of Los Angeles, County of

Los Angeles, and which newspaper has
been adjudged a newspaper of general
circulation by the Superior Court of the
County of Los Angeles, State of California,
under the date of July 28, 1969, Case
Number: 950176; that the notice, of which
the annexed Is a printed copy, has been

published in each regular and not in any o ; : oy

STATE OF CALIFORNIA - DEPARTMENT OF COMMUNITY SERVICES AND. '
supplement thereof on the following dates, | DEVELOPMENT NOTICE OF PUBLIC HEARING- DRAFT aaauﬂaﬁmm : :

to-wit: STATE PLAN APPLICATI MHSCAL _EN_?[FF‘H?DM

Proof of publication:

Apubl‘ﬁc hearing 1o receiva comments ol ThBDrsﬁ.ﬁ.bl:l's

viated LIHEAPR ..

- State P mmmm;weumsmmmwmay 18, 2013

-at 1000 am. atthe of Ge " 8, -

%41‘#, Jﬂd Sinex Conl m_nm.maealwmﬂm.sawmmm

Il'unabtﬂumuld send writhen comments to: Dapartment of Com unlhr.
Sandces and i, Eﬂsﬂﬂalmy%[;‘sm o
Assislance Section. Writhen comments vl ba edmli!ico(l
.Angmst IB..EIIG A copy of tha Draft LIHEAP tan-anAp&ca
mlsamlsbla%mssi Csﬂsnnhﬂ'lo IIIWMWMM
munr *Pubta N & Meelings®. NOTICE: Americans with 2
usa of a pociamsswanee

3 who,

tha rﬁ.lm
A '""?} DuJarKuboalﬁ?‘ 182,
3 Ramml!s('m.l\dhs o at least Usys

#1040, Btllzhl'ali'lonlmI 5

all in the year 20 / ZJ-)

| certified {or declare) under penalty of
perjury that the foregoing is true and
correct,

Dated :jt/(os Angeles, California, this

D e 0 20 12
- J
AéZAW/ ﬁ%ﬂ?é%ﬁ;

gnatur

ADV §017 Controlled AnImpremedia Company
Rev.03/12
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RECORDING/FILING REQUESTED BY AND MAIL TO:
Department of Communication Services & Development

2389 Gateway Oaks Dr. Ste 100
Sacramento, CA 95833

PROOF OF PUBLICATION
(California Code of Civil Procedure 2010, 2015.5)

STATE OF CALIFORNIA

County of Los Angeles

1 am a citizen of the United States and a resident of the

aforesaid County. [ am over the age of eighteen years (18)
years, and not a party to or interested in the above-entitled
matter. 1am the Principal Clerk of the printer of the

LOS ANGELES TIMES, a newspaper of general

circulation, printed and published DAILY in the City

of Los Angeles, County of Los Angeles and which

newspaper was adjudged a newspaper of general circulation by
the Superior Court of the County of Los Angeles, State of California,
under the date of April 28, 1952, Case Number 598599,

The notice, a true and correct copy of which is annexed, has been
published in each regular and entire issne of said newspaper on the

following dates, to wit:

FRIDAY; AUGUST 2, 2013

1 certify (or declare) under penalty of perjury under the laws of the State of California
that the foregoing is true and correct.

Dated at Los Angeles, California,

This 8™ day of August, 2013

Jessica Winn
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In the Superior Court of the State of California
in and for the County of Shasta

CERTIFICATE OF PUBLICATION
RECORD SEARCHLIGHT

__________________________________________________ fommmmmmmmmmmmmm——————mae
CALIFORNIA DEPT COMMUNITY SVCS
2389 GATEWAY OAK Dr
SACRBMENTO Ch 95833
REFERENCE: 288204 JAY KUBO
6785834 STATE OF CALIFORNIA
i UFORNIA - DEPARTMENT OF COMMUNITY
e e o Lornia s oS ARDDEVELOENT
A BEY ;
County of Shasta L ik HOME ENERGY ASSISTANCE PROGRAM
{LIHEAP) STATE FI..QN{FQFPTPIL;E‘A;I'IDN for F!SDN. YEAR
I hereby certify that the Record Searchlight is a : S
: s . . A public “hearing 1o receiva commants on_the - Draft
newspaper of general circulation within the Abbreviated LIHEAP State Plan A%lgmm?;%rofﬁ ZOI:his
provisions of the Government Code of the State of 5?2‘;;1‘.’.‘.?;1,‘,“2.,“‘3:;;,‘3.’.‘;‘5‘éﬂ‘m.-us T A
California, printed and published in the City of R e s e e
Redding, County of Shasta, State of Califorxnia; L e S B s bl LA,
- i i i 1 Wt 2 Dapartment - of
Lhzlit; I am the principal c:lerl.c of the I?rlnter of o ;mn“%v sand_viition. commenta tax; Dupanment of
said newspaper; that the notice of which the ~Qaks Driva #100, Soers CA 86833, Altentlon: Sylmia
N B . . * Britt, Manager, © Utility: - Assistance Section. Wiittan
annexed clipping is a true printed copy was comments will be accepted until 500 u.]m".;désuguslﬁlﬁ,
published in said newspaper on the following 2013, A Ly G L e el aitn,
2 AN T lic Mati & Meatl &
dates, to wit; %'ﬂﬁ&l:“&;b?&:dgﬁaﬂdu:h:r?ll'),
because of & disability, need speclal assistance o atland
tha public hearing, may requast assistance by caliing Jay
Kubo at (316) 676-7182. Requasia should bo mads at least
five working days In advancs, A RE ..
August 2, 2013 : o omresEsd
PUBLISHED OW: 08/02
FILED OMN: 08/02/13
__________________________________________________ U

I gertify under penalty of perjury that the foregoing is true and correct,

at Reddi%(mﬁforiia on the above date.

RECORD SEARCHLIGHT
1101 Twin View Blvd, Redding, CA 96003

OMB Approval No. 0970-0075 Page 25



GRANTEE: Department of Community Services and Development FY2014

The Sacramento Bee

P.0. Box 15779 » 2100 Q Street « Sacramenfp,

CA DEPT OF COMMUNITY SERVICES
JAY KUBO AUG 05 2013
2389 GATEWAY OAKS DR #100
SACRAMENTO, CA 95833 PROGRAMS

DECLARATION OF PUBLICATION
(C.C.P. 2015.5)

COUNTY OF SACRAMENTO
STATE OF CALIFORNIA

I am a citizen of the United States and
a resident of the County aforesaid;

T am over the age of eighteen

years, and not a party to or interest

cd in the above entitled matter. Tam ;

the printer and principal clerk of the o —Eﬁr PUBLICNOTICE ol
publisher of The Sacramento Bee, STATE OF c.auroamn Dipng‘&,‘gr"%i E&’E‘Mgﬁﬁ% SESEE%E":"}IEE
printed and published in the City of e D,&,‘.’,E,‘;%E e N ENER v’““&?ﬁu”cﬁa% ks 21 ;
Sacramento, County of Sacramento, i ! APPLL Wmfon 2 Draft Abbraviated LIHEAP. stae |
State of California, daily, for which A publio "l”a"uo"ﬁ g;g‘%‘ﬂ“{“mﬁ'ﬁ for Frigay, Audust 18, 2;.%3.“ a1
said newspaper has been adjudged : l'g“m""‘".ﬁ’ al the Denﬂﬂffag’g"‘am“‘m"""ﬁ e s"?ﬂ"ﬁu nio, A 958521
a newspaper of general circulation by ' 3@&’9?:'&;5“““& orel testimony 9% (@ ioquesied 2 ony.ifunadle ||
the Superior Court of the County of i ﬁ%w:gﬂew:ﬁ:s comments 1o Eﬂ‘m"ms‘;qmen O
Sacramento, State of California, Sy A O enager. Uuﬂwm‘*ﬂmﬂﬂggﬁfﬁ;‘f” SBra L anes |
under the date of September 26, 1994, B "_;‘.;L?:?{W éﬁ:““ﬁ?&iﬂunﬁ mﬂmgougga £y Mea ‘:fs oTlcE' i
Action No, 379071; that the notice of nitp:/ /et esd e Kol e e patag Esm'{a ]
which the annexed is a printed copy, | specat; assistance mm‘}‘;%‘}’g‘;’ m maueat Teast ﬂw; .1_
has been published in cach issue : wiﬂn!?% inadvaties :
thereof and not in any supplement : - = —

thereof on the following dates, to wit:

August 2, 2013

I certify (or declare) under penalty of
perjury that the foregoing is true and
correct and that this declaration was
executed at Sacramento, California,

on August 2, 2013

Ao

(Signature)
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Attachment Three: Hearing Transcript

GRANTEE :

California State Hearing Reporter

1 APPEARANCES

2 | HEARING OFFICER:

3 Mr. Jay Kubo

6 INDEX
7 | Remarks by Hearing Officer Kubo 3
8 | Adjournment 3
9 | Reporter's Certificate 4
10
11 —~—000--
12
13
14
15
16
17

18

19

20
21
22
23
24

25
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GRANTEE :

10
11
12
13

14

19
20
21
22
23
24

25

PROCEEDTIWNG S

HEARING OFFICER KUBO: Good morning. T am Jay
Kubo of the Department of Community Services and
Development. I am the Hearing Officer for today's
public hearing on the 2014 Draft Abbreviated LIHEAP
State Plan Application.

Today is Friday, August 1l6th, 2013. The time
is 10:00 a,m. .

We are assembling at the Department of
Community Services and Development, specifically the
Sinex conference room on the second floor, to conduct a
public hearing to receive testimony from interested
parties regarding the 2014 Draft Abbreviated LIHEAP
State Plan Application.

The hearing is being reported by Court
Reporter Jackie Toliver,

Is there anyone that has testimony at this
time?

It appears there are no comments. This public
hearing is considered closed.

CSD will receive written testimony until 5:00
p.m. today, August 16th, 2013.

The time is now 10:01 a.m.

(Public meeting adjourned at 10:01 a.m.)

——000--
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REPORTER'S CERTIFICATE

I, Jacgueline Toliver, a Certified Shorthand
Reporter for the State of California, do hereby certify:

That I am a disinterested person herein; that
the foregoing hearing was reported in shorthand by me, a
duly qualified Certified Shorthand Reporter, and
thereafter transcribed into typewritten form by means of
computer-aided transcription.

I further certify that I am not of counsel
or attorney for any of the parties to said hearing or in
any way interested in the outcome of said hearing.

IN WITNESS WHEREQF, I have hereunto set my

hand this 19th day of August 2013,

JACQUELINE TOLIVER
Certified Shorthand Reporter
License No. 4808
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STATE OF CALIFORNIA
HEALTH AND HUMAN SERVICES AGENCY

DEPARTMENT OF COMMUNITY SERVICES AND DEVELOPMENT

PUBLIC HEARING
2014 DRAFT ABBREVIATED LOW-INCOME HOMF, ENERGY

ASSISTANCE PROGRAM (LIHEAP) STATE PLAN APPLICATION

DEPARTMENT OF COMMUNITY SERVICES AND DEVELOPMENT
2389 GATEWAY OAXKS DRIVE
SINEX CONFERENCE RQOOM, 2nd FLOOR
SACRAMENTO, CALIFORNIA

FRIDAY, AUGUST 16, 2013

10:00 A.M,

Reported by Jacqueline Toliver, CSR No. 4808

CALIFORNIA REPORTING, LLC
52 Longwood Drive
San Rafael, CA 924901
(415)457-4417
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PROCEEDTITNG S

HEARING OFFICER KUBO: Good morning. I am Jay
Kubo of the Department of Community Services and
Development., I am the Hearing Officer for today's
public hearing on the 2014 Draft Abbreviated LIHEAP
State Plan Application.

Today is Friday, August l1é6th, 2013. The time
is 10:00 a.m.

We are assembling at the Department of
Community Services and Development, specifically the
Sinex conference room on the second floor, to conduct a
public hearing to receive testimony from interested
parties regarding the 2014 Draft Abbreviated LIHEAP
State Plan Application.

The hearing is being reported by Court
Reporter Jackie Toliver.

Is there anyone that has testimony at this
time?

It appears there are no comments. This public
hearing is considered closed.

CSD will receive written testimony until 5:00
p.m. today, August 16th, 2013.

The time is now 10:01 a.m.

(Public meeting adjourned at 10:01 a,m,)

——00Q——
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REPORTER'S CERTIFICATE

I, Jacqueline Toliver, a Certified Shorthand
Reporter for the State of California, do hereby certify:

That I am a disinterested person herein; that
the foregoing hearing was reported in shorthand by me, a
duly qualified Certified Shorthand Reporter, and
thereafter transcribed into typewritten form by means of
computer-aided transcription.

I further certify that I am not of counsel
or attorney for any of the parties to said hearing or in
any way interested in the outcome of said hearing.

IN WITNESS WHEREOF, I have hereunto set my

hand this 19th day of August 2013,

agﬁiw ”ﬁ??;k%%L{__
ACQUELINE TOQLIVER
Certified Shorthand Reporter

License No. 4808
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ATTACHMENT 1
PROGRAM INTEGRITY ASSESSMENT SUPPLEMENT
Low Income Home Energy Assistance Program (LIHEAP)

ABSTRACT:

HHS is requiring further detail from Grantees on their FY2014 plans for preventing and detecting
fraud, abuse, and improper payments. HHS is also requiring that Grantees highlight and describe all
elements of this FY2014 plan which represent improvements or changes to the Grantees’ FY2014
plan for preventing and detecting fraud, abuse and improper payment prevention.

Instructions: Please provide full descriptions of the Grantee’s plans and strategy for each area, and
attach/reference excerpts from relevant policy documents for each question/column. Responses must
explicitly explain whether any changes are planned for the new FY.

State, Tribe or Territory (and Date/Fiscal Year:
grant official): California 9/1/13
2013/2014

RECENT AUDIT FINDINGS

Describe any audit findings of
material weaknesses and
reportable conditions,
questioned costs and other
findings cited in FY2014 or the
prior three years, in annual
audits, Grantee monitoring
assessments, Inspector General
reviews, or other Government
Agency reviews of LIHEAP agency

Please describe whether the
cited audit findings or relevant
operations have been resolved | If there is no plan in place,
or corrected. If not, please please explain why not.
describe the plan and timeline
for doing so in FY2014.

Necessary outcomes
from these systems
and strategies

finances.
The timely and
thorough resolution of

Please refer to Attachment 1 for All recommendations have been NA weaknesses or

audit results addressed reportable conditions
as revealed by the
audit.

According to the Paperwork Reduction Act Of 1995 (Pub. L. 104-13), public reporting burden for this collection of
information is estimated to average 1 hours per response, including the time for reviewing instructions, gathering and
maintaining the data needed, and reviewing the collection of information.

An agency may not conduct or sponsor, and a person is not required to respond to, a collection of information unless it
displays a currently valid OMB control number.

Program Integrity Assessment Supplement Page 1
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COMPLIANCE MONITORING

Describe the Grantee's FY 2013
strategies that will continue in FY
2014 for monitoring compliance
with State and Federal LIHEAP
policies and procedures by the
Grantee and local administering
agencies.

Please highlight any
strategies for compliance
monitoring from your plan
which will be newly
implemented as of FY 2014.

If you don't have a firm
compliance monitoring system
in place for FY 2013, please
describe how the State is
verifying that LIHEAP policy and
procedures are being followed.

Necessary outcomes
from these systems
and strategies

CSD conducts on-site compliance
monitoring of LIHEAP agencies every
other year, and performs quarterly desk
reviews. The general scope for 2014 CSD
Energy Programs on-site monitoring
includes, but is not limited to, the
following areas:

Administrative Review

O Board membership and board
meeting minutes evaluation

O Review of separation of duties

O Review and verify adherence to
conflict of interest, procurement,
inventory, and record retention policies
Subcontractor Oversight Review
O Review subcontractor agreement to
ensure compliance with LIHEAP contract
requirements

0 Verify that contractor has adequate
subcontractor oversight

Fiscal and Performance Review

0 Validate claims for reimbursements
O Obtain and evaluate cost allocation
plan

0 Verify and evaluate billing process
Programmatic Review

0 Verify resolution of prior monitoring
findings and implementation of
recommendations

0 Conduct client file review to verify
client and dwelling eligibility

O Address issue or concerns identified
during the course of the year such

as client complaints or audit concerns
O Review training logs for updates and
verification of completion

Quarterly Desk Review

Field monitors conduct quarterly desk
reviews to actively monitor agency
expenditure performance, resolution of
corrective actions, reporting
requirements and data discrepancies.

CSD is generally audited annually by the
Bureau of State Audits to ensure

CSD is in the process of
developing a new data
collection system. The
Combined Outcome Reporting
Engine (CORE) will assist the
overall integrity of compliance
monitoring by adding
uniformed data collection
standards, centralizing the
collection of statewide data
from local LIHEAP
administrators, CSD’s program
monitoring and oversight, and
provide efficiency to LIHEAP
programmatic and fiscal
reporting. CSD has currently
implemented enhancements
for its cash assistance portion
and is working on an
implementation plan for the
remaining LIHEAP
components.

NA

A sound methodology,
with a schedule for
regular monitoring
and a more effective
monitoring tool to
gather information.

. ]
Program Integrity Assessment Supplement
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compliance with OMB A-133 Compliance
Supplement for the LIHEAP program.

Local administering agencies are
responsible for the performance of
subcontracted services to ensure
subcontractor is compliant with
applicable LIHEAP requirements and
services are rendered accordingly. As
indicated above, CSD monitors its local
administering agencies to ensure they
have proper oversight of subcontracted
services.

OMB Approval No. 0970-0075, Expiration Date: 04/30/2014

FRAUD REPORTING MECHANISMS

For FY 2013 activities continuing in
FY 2014, please describe all (a)
mechanisms available to the public
for reporting cases of suspected
LIHEAP fraud, waste or abuse
[These may include telephone
hotlines, websites, email
addresses, etc.]; (b) strategies for
advertising these resources.

Please highlight any tools or
mechanisms from your plan
which will be newly
implemented in FY 2014, and
the timeline for that
implementation.

If you don't have any tools or
mechanisms available to the
public to prevent fraud or
improper payments, please
describe your plan for involving
all citizens and stakeholders
involved with your program in
detecting fraud.

Necessary outcomes
of these strategies
and systems

CSD operates a toll free line that can be
used by the public to report suspected
fraud. The Bureau of State Audits has
established a whistleblower hotline that
is available to grantee staff to report
information regarding possible fraud.
The information is advertised via posters
that are located throughout the
department’s office. Local
administering agencies and vendors
report fraud through various methods to
the department via correspondence,
telephone communication with grantee
staff, and email to grantee staff. Upon
notification of potential fraud, the
department advises its legal office and
an investigation commences. The
department is in the process of
developing procedures to systematically
handle fraud reporting and to ensure
fraud reporting is readily advertised to
agencies, vendors and the general
public.

No change anticipated for
FY2014

Clear lines of
communication for
citizens, grantees,
clients, and employees
to use in pointing out
potential cases of
fraud or improper
payments to State
administrators.

Please refer to CSD’s website www.csd.ca.gov

Program Integrity Assessment Supplement
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VERIFYING APPLICANT IDENTITIES

Describe all FY 2013 Grantee
policies continuing in FY2014 for
how identities of applicants and
household members are verified.

Please highlight any policy or
strategy from your plan
which will be newly
implemented in FY 2014.

If you don't have a system in
place for verifying applicant's
identities, please explain why
and how the Grantee is
ensuring that only authentic
and eligible applicants are
receiving benefits.

Necessary outcomes
from these systems
and strategies

CSD uses the SSN as an identifier,
therefore, the SSN is requested from all
applicants. However, it is not a
requirement to receive services. An
applicant may refuse to submit their
SSN. If no SSN is submitted then a
picture ID is required to verify identity.
Names, SSN and date of birth are not
required for all household members only
for the applicant. The SSN is not verified
other than the Death Match File. CSD is
in the process of determining the
feasibility of using the Social Security
Administration database to verify Social
Security Numbers.

CSD is in the process of
determining feasibility of
using SSA database to verify
SSN. CSD is considering the
requirement that applicant’s
provide a government issued
identification as a method to
verify identity.

NA

Income and energy
supplier data that
allow program
benefits to be
provided to eligible
individuals.

Please refer the LIHEAP Verification and Eligibility Guide, Citizenship and Alien Status for Public Agencies, pages [7-9].

. ]
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SOCIAL SECURITY NUMBER REQUESTS

Describe the Grantee's FY 2014
policy in regards to requiring Social
Security Numbers from applicants
and/or household members
applying for LIHEAP benefits.

Please describe whether the
State's policy for requiring or
not requiring Social Security
numbers is new as of FY2014,
or remaining the same.

If the Grantee is not requiring
Social Security Numbers of
LIHEAP applicants and/or
household members, please
explain what supplementary
measures are being employed
to prevent fraud.

Necessary outcomes
from these systems
and strategies

The local administering agency is
responsible for conducting Intake
services of applicants. CSD requires that
the local administering agency request
the Social Security Number (SSN) from
the applicant. CSD does not require that
identification information is obtained
from the other household members. If
the applicant refuses to submit their
SSN, the applicant's identity must be
established through a picture ID and
then the intake form and all supporting
documents are faxed to the CSD to be
researched. Once CSD receives the
documents, the information is entered in
CSD’s statewide database to see if the
applicant has ever applied using their
SSN. If a match is found for the SSN, the
SSN from the previous application is
used to process the new application. If
no SSN exists; a nine digit number is
assigned to that individual which will
follow them if they apply in future years.
The nine digit number is faxed back to
the local administering agency who will
enter the application using the nine digit
number in place of a SSN.

No changes anticipated for
FY2014

NA

All valid household
members are reported
for correct benefit
determination.

Please refer to the Verification and Eligibility Guide, Processing Applications without a Social Security Number, page [16-17].

. ]
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CROSS-CHECKING SOCIAL SECURITY NUMBERS AGAINST GOVERNMENT SYSTEMS/DATABASES

Describe if and how the Grantee
used existing government systems
and databases to verify applicant
or household member identities in
FY 2013 and continuing in FY 2014.
(Social Security Administration
Enumeration Verification System,
prisoner databases, Government
death records, etc.)

Please highlight which, if any,
policies or strategies for using
existing government
databases will be newly
implemented in FY 2014.

If the Grantee won't be cross
checking Social Security
Numbers and ID information
with existing government
databases, please describe how
the Grantee will supplement
this fraud prevention strategy.

Necessary outcomes
from these systems and
strategies

CSD's database uses the Death Match
file from SSA to verify all SSNs/last
names for the applicant only. The audit
is performed twice, once at data entry
and again just prior to approval for
payment. If a match occurs, the
database will not accept entry of that
SSN. Agencies must research and follow
up to make necessary corrections. If an
error has occurred on the SSA file, CSD
can temporarily override and accept the
SSN. It is then imperative that the client
contact SSA and correct the error. CSD is
researching the ability to use the SSA
database to verify SSNs.

CSD is in the process of
determining feasibility of
using SSA database to verify
SSN

NA

VERIFYING APPLICANT INCOME

Use of all available
database systems to
make sound eligibility
determination.

Describe how the Grantee or
designee used State Directories of
new hires or similar systems to
confirm income eligibility in FY
2013 and continuing in FY 2014.

Please highlight any policies
or strategies for using new
hire directories which will be
newly implemented in FY
2014.

If the Grantee won't be using
new hire directories to verify
applicant and household
member incomes how will the
Grantee be verifying the that
information?

Necessary outcomes
from these systems and
strategies

Currently CSD does not use the State
Directories for new hires to confirm
income eligibility. Eligibility is based on
the stated income amount and
supporting documentation submitted by
the applicant. The applicant is required
to provide proof of the gross monthly
income for all adult members of the
household. All documentation must
cover a one month period and be
current within 6 weeks of intake.
Depending on the type of income
(wages, public assistance, SSl, SSA, etc.);
acceptable documentation could be
paycheck stubs, copy of a check, current
bank statement, letter from employer,

CSD is evaluating requiring all
applicants to complete an
income certification
document where the stated
income is insufficient to
support household expenses.

NA

Effective income
determination achieved
through coordination
across program lines.

. ]
Program Integrity Assessment Supplement
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or current tax return (if self employed).
New for 2013, for any household that
reports zero income, only the applicant
is required to sign a self certification
form on behalf of the household. Earned
income from a minor under 18 is
excluded. Other exclusions apply as
required by federal law.

Please refer the Verification and Eligibility Guide, Client File Documentation and Income Verification, pages 22-48

PRIVACY-PROTECTION AND CONFIDENTIALITY

If you don't have relevant
Please highlight any controls | physical or operational controls
or strategies from your plan in place to ensure the security
which will be newly and confidentiality of private
implemented as of FY 2014. information disclosed by
applicants, please explain why.

Describe the financial and
operating controls in place in FY
2013 that will continue in FY 2014
to protect client information
against improper use or disclosure.

Necessary outcomes
from these systems and
strategies

Local administering agencies are
contractually bound to maintain the
confidentiality of all LIHEAP applicant
and household information. CSD Field
Representatives monitors verify
confidentiality procedures during field
visits. All CSD employees must sign and
follow the Computer Security Policy.

CSD considers all applicant information
to be confidential. The applicant signs a
statement on the intake form that Clear and secure methods
prov:des permission for their . No new policy anticipated for that'maln‘tal'n

information to be shared to other offices NA confidentiality and

of the state and federal governments, FY 2014 safeguard the private
their designated subcontractor, and information of applicants.
utility company to determine and verify
eligibility for assistance. Applicant
information is shared with our local
administering agencies, through our
statewide database and utility
companies through the direct payment
process. Customer data may also be
exchanged with utility companies when
resolving payment issues such as
accounts not being credited or the
reissue of a returned payment.

Please refer to the Verification and Eligibility Guide, Confidentiality of Social Security Numbers and Client File Documentation page 24,
also refer to Attachment 2, 3 and 4.

Program Integrity Assessment Supplement Page 7
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LIHEAP BENEFITS POLICY

Describe FY 2013 Grantee policies
continuing in FY 2014 for
protecting against fraud when
making payments, or providing
benefits to energy vendors on
behalf of clients.

Please highlight any fraud
prevention efforts relating to
making payments or
providing benefits which will
be newly implemented in FY
2014.

If the Grantee doesn't have
policy in place to protect
against improper payments
when making payments or
providing benefits on behalf of
clients, what supplementary
steps is the Grantee taking to
ensure program integrity.

Necessary outcomes
from these systems and
strategies

CSD's database has validations for
preventing duplicate service address,
name, SSN, phone number and utility
account number for the utility receiving
the benefit. 97% of all benefits are
directly sent to utility companies to be
applied to customer accounts. Utility
companies return benefits to CSD that
could not be credited to the appropriate
accounts. The remaining 3% of benefits
are issued to individuals with utilities
included in rent and customers of non-
direct payment utilities in the form of a
paper warrant, which is audited by the
State Controller’s Office.

LIHEAP benefit amounts for fuel
assistance are determined using
multiple factors including household
size, total gross monthly income, and
the average cost of energy for the
county in which the applicant resides.
Using the federal poverty guidelines and
the California state median income, four
benefit levels are calculated per county.
This ensures that the applicants with the
lowest income receive the highest
benefit amount.

All applicants must complete an intake
form and provide income verification for
all adult members of the household. The
intake form requires the entry of the
number of adults in the household. The
local administering agencies use this
information to verify all household
income is collected. By signing the
intake form the applicant declares,
under penalty of perjury, the
information on the application is true
and correct.

CSD is in the process of
developing a new data
collection system. The
Combined Outcome Reporting
Engine (CORE) will assist in
protecting against fraud and
providing benefits to energy
vendors on the behalf of
clients by completing client
application validations and
ensuring accurate benefit
amounts. CORE will further
improve the overall integrity
of the program by adding
uniformed data collection
standards, centralizing the
collection of statewide data
from local LIHEAP
administrators, CSD’s program
monitoring and oversight, and
provide efficiency to LIHEAP
programmatic and fiscal
reporting. CSD has currently
implemented enhancements
for its cash assistance portion
and is working on an
implementation plan for the
remaining LIHEAP
components.

Authorized energy
vendors are receiving
payments on behalf of
LIHEAP eligible clients.

Program Integrity Assessment Supplement
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PROCEDURES FOR UNREGULATED ENERGY VENDORS

Describe the Grantee's FY 2013
procedures continuing in FY 2014
for averting fraud and improper
payments when dealing with bulk
fuel dealers of heating oil,
propane, wood and other un-
regulated energy utilities.

Please highlight any strategies

policy in this area which will
be newly implemented in FY
2014.

If you don't have a firm plan for
averting fraud when dealing
with unregulated energy
vendors, please describe how
the Grantee is ensuring
program integrity.

Necessary outcomes
from these systems and
strategies

CSD 416 Annual ECIP/HEAP Home
Energy Supplier Assurance, completed
by all non regulated vendors, assures
that all non-regulated companies will
follow the provisions as federally-
mandated under the LIHEAP program in
regard to energy fuels and related
services provided to eligible households.
CSD 415 Payment Request and
Confirmation - completed by the vendor,
confirms that the clients' account has
been credited. Subgrantees are required
to notify applicant of the benefit
amount they will be receiving. CSD Field
Representatives monitor to verify that
the forms are completed and retained in
the client file.

No changes anticipated for
FY2014

Participating vendors are
thoroughly researched
and inspected before
benefits are issued.

See Attachment 5 and 6

VERIFYING THE AUTHENTICITY OF ENERGY VENDORS

Describe Grantee FY 2013 policies
continuing in FY 2014 for verifying
the authenticity of energy vendors
being paid under LIHEAP, as part of
the Grantee’s procedure for
averting fraud.

Please highlight any policies
for verifying vendor
authenticity which will be
newly implemented in FY
2014.

If you don't have a system in
place for verifying vendor
authenticity, please describe
how the Grantee can ensure
that funds are being distributed
through valid intermediaries?

Necessary outcomes from
these systems and
strategies

CSD documents authenticity of energy
vendors by collecting the Federal
Employer ID number for gas and electric
vendors

No changes anticipated for
FY 2014

An effective process that
effectively confirms the
existence of entities
receiving federal funds.

Program Integrity Assessment Supplement
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TRAINING AND TECHNICAL ASSISTANCE

In regards to fraud prevention,
please describe elements of your
FY 2013 plan continuing in FY
2014 for training and providing
technical assistance to (a)
employees, (b) non-
governmental staff involved in
the eligibility process, (c) clients,
and (d) energy vendors.

Please highlight specific
elements of your training
regiment and technical
assistance resources from your
plan which will represent

newly implemented in FY 2014.

If you don't have a system in
place for anti-fraud training or
technical assistance for
employees, clients or energy
vendors, please describe your
strategy for ensuring all
employees understand what is
expected of them and what
tactics they are permitted to
employ.

Necessary outcomes
from these systems and
strategies

Mandatory fraud prevention training
is provided to all CSD staff. All CSD
staff must sign the Computer Security
Policy accepting responsibilities
regarding computer security.

CSD conducts training and technical
assistance to its local administering
agencies and internal staff through a
variety of methods: on-site training,
webinars, regional training
workshops, and periodic meetings.
The training and technical assistance
covers LIHEAP fuel assistance, crisis
and weatherization program policy
and requirements to ensure local
administering agencies and internal
staff are aware of implementation
requirements to prevent instances of
fraud.

Training is provided at the beginning
of a program year and throughout the
year as requested by the local agency
or CSD staff.

No changes anticipated for
FY2014

NA

The timely and thorough
resolution of weaknesses
or reportable conditions

as revealed by the audit.

See Attachment 4

. ]
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AUDITS OF LOCAL ADMINISTERING AGENCIES

If you don’t have specific audit
requirements for local

Please describe new policies or | administering agencies, please Necessary outcomes
strategies to be implemented explain how the Grantee will from these systems and
in FY 2014. ensure that LIHEAP funds are strategies

properly audited under the
Single Audit Act requirements.

Please describe the annual audit
requirements in place for local
administering agencies in FY 2013
that will continue into FY 2014.

Single Audit Act

-Agencies are required to submit
Single Audit Report(SAR) in
accordance with the provisions of
Office of Management and Budget
(OMB) Circular A-133, “Audits of
States, Local - Governments, and
Non-Profit Organizations,” Subpart D,
Section 400(d), published June 27,
2003.

- Administering agencies are required
to review the SAR within six months of
receipt

- Program specific audits are required
for agencies falling below the OMB
133 threshold

Audit findings reported in compliance ;
with OMB A-133 are reviewed within Reduce improper

. : ; . ayments, maintain
six months of receipt of the single No changes anticipated for pay

audit report. A management decision NA local agency integrity,
L e FY2014 )

letter is issued for all audit findings and benefits awarded to

relating to the department’s eligible households.

programs. Agencies are required to
respond to the management decision
letter, if there are findings.
Resolution of the findings, are
subjective, require the expertise and
knowledge of the CSD audit staff,
consider the resolution provided by
the A-133 independent auditor, the
nature of the finding, and several
other factors. Resolutions include
corrective actions identified by the A-
133 independent auditor, additional
information or documentation
provided by the agency, providing
copies of all management decision
letters to field staff to follow-up on
during monitoring visits, escalation to
CSD management, or conduct a field
audit of the agency.

Program Integrity Assessment Supplement Page 11
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Additional Information

Please attach further information that describes the Grantee’s Program Integrity Policies, including supporting

documentation from program manuals, including pages/sections from established LIHEAP policies and
procedures.

. ]
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PROGRAM INTEGRITY ASSESSMENT SUPPLEMENT

Attachment 1

Recent Audit Fim{ings




Prior Year Audit Finding Resolutions
4700 - Department of Community Services and Developmenti

2011

Status of Corrective Action (Please mark the correct box. See legend below for definitions.)

Finding
Number

Federal
Program

Category of
Finding

Finding Summary

Fully Corrected

Partially Corrected

Remains
Uncorrected/
Disagree with

finding

Corrective Action Plan
(Provide details)

Date Fully
Corrected (If
applicable)

2011-5-6

93.568

Eligibility

CSD is not ensuring that subrecipients obtain the appropriate
documentation to susbstantiate eligibility determiniation.

Activities outlined in our
corrective action plan
are currently in process.

CSD will contact
subrecipients to advise
of eligibility
discrepencies identified
through audit and
provide training and
technical assistance to
ensure understanding.
Additionally, CSD will
host annual training
workshops and
webinars on eligibility,
income, and intake
requirements. CSD will
also continue to verify
client eligibility during
monitoring reviews.

2011-7-7

93.568

Earmarking

CSD lacks sufficient internal controls to ensure that it meets
earmarking requirements. Specifically, CSD did not segregate
administrative expenditures claimed by subrecipients nor did it
segregate amounts spent for energy need reduction services.

Activities outlined in our
corrective action plan
are currently in process.

In January 2012, CSD
implemented the
automated tracking
system for LIHEAP in
the Expenditure Activity
Reporting System.

2011-12-7

93.568

Reporting

CSD lacks sufficient internal controls to ensure that it meets
reporting requirements. Specificallly, CSD has not reconciled
the federal share of program outlays in its accounting system
prior to July 2010.Additionally, CSD failed to report subawards
to FFATA as required.

Accounting staff
reconciled program
outlays in financial
status reports prior to
July 2010. Additionally,
CSD has fully
implemented its
corrective action plan
related to FFATA. CSD
now posts all awards
greater than $25,000 to
FFATA.

CSD will reconcile the
federal share of
program outlays prior to
July 2010.

31-May-12




2011-13-16 |93.568 Subrecipient CSD did not ensure that its subrecipients obtained DUNS CSD has fully CSD has included
Monitoring numbers before providing LIHEAP funds. implemented its language in its 2012
corrective action plan. LIHEAP contracts that
CSD now collects the subrecipient shall
DUNS numbers for all provide to CSD its
LIHEAP agencies. DUNS number. CSD
now collects DUNS
numbers for all LIHEAP
subrecipients.
2011-3-2 |93.568, Cash Management |CSD does not always follow its policies when advancing cash to |CSD has fully CSD will remind
81.042 subrecipients. For one of 16 cash advance payments, the same |implemented its accounting staff to
individual had approved all phases of the payment process. corrective action plan: adhere to the
Additionally, CSD's controls over cash advances to 1) CSD implemented separation of duties
subrecipients are not adequate to ensure compliance with supervisory review of policy and will
federal requirements. Specifically, CSD does not verify that accounting processes; implement a
subrecipients depost advances in interest-bearing accounts nor |and 2) CSD supervisory review of
does it verify that subrecipients returned interest quarterly as implemented the cash advance
required by federal regulations. procedures in its payment process.
monitoring tool to verify Additionally, CSD will
that advances are develop and implement
deposited into interest procedures as part of
bearing accounts and its on site monitoring
that interest earned is process to verify that
accurately reported and subrecipients deposit
returned. cash advances in
interest-bearing
accounts and that any
interest earned is
returned as appropriate.
2011-13-17 |93.568, Subrecipient CSD did not always follow its policies to ensure that CSD has fully CSD will develop and
81.042 Monitoring subrecipients are expending the Weatherization and LIHEAP implemented its implement a tracking

funds appropriately. Specifically, CSD failed to include a review
of the Weatherization program in 4 of 18 assessments; one
assessment was performed nine months late; and two of the
assessments lacked evidence of supervisory review. Similarly,
CSD failed to demonstrate that in 2 of 18 LIHEAP assessments
that steps had been taken to work with subrecipients; and two
other assessments lacked evidence of supervisory review.

corrective action plan.
CSD has implemented
a tracking system to
ensure timely
assessments, timely
resolution of issues
identified, and
supervisory review.

system to ensure
assessments are
conducted timely,
issues are resolved
timely, and include
supervisory review.

LEGEND FOR STATUS OF CORRECTIVE ACTION

FULLY CORRECTED: If audit findings were fully corrected and the recommendation(s) were implemented, explain what steps were
taken to correct the finding.

PARTIALLY CORRECTED: If audit findings are partially corrected, describe the planned corrective action as well as any partial

corrective action taken.

REMAINS UNCORRECTED/DISAGREE WITH FINDING: If you disagree with the finding, your comments should explain fully the
reasons for disagreement. Where disagreement is based on interpretation of law, regulation, or the authority of officials to take or not
take action, the response must include the legal basis.

REMAINS UNCORRECTED: No corrective action has been implemented or conducted.




Prior Year Audit Finding Resolutions
4700 - Department of Community Services and Development

2010 Status of Corrective Action (Please mark the correct box. See legend below for definitions.)
Fully Corrected Partially Corrected Remains Corrective Action Plan (Provide Date Fully
Finding Federal Catf—:tgo_ry of Finding Summary U.ncorrecte.d/ details) Corre.cted (If
Number Program Finding Disagree with applicable)
finding
2010-7-4 93.568 Earmarking CSD lacks sufficient internal controls to ensure that it meets earmarking 1. Contracts and Accounting will Jul-11
requirements. Community Services does not have a mechanism in place to set up the line-item budget detail in|
track final expenditures related to earmarking requirements. EARS/PARC and those dollars will
be assigned an object code and
tracked separately. The budget
line item detail in EARS/PARC have
yet to be modified by the IT
Department.
2. Once that is modified,
Accounting will be able to track
and reconcile final expenditures.
2010-9-1 93.568 Procurementand  |CSD did not comply with the suspension and debarment requirements in thg CSD was credited by BSA
Suspension and Administration for Children and Families grants' terms and conditions. CSD |for developing and
Debarment developed and implemented a processto consult the federal Excluded  |implementing a new
Parties List System (EPLA) to ensure the subrecipients are not suspended |process; however, credit
or debarred; because of the timing of its implementation_this control was in |was not given for the 2009
in effect before CSD issued its fiscal year 2009-10 subawards or contracts |year since the control was
not in effect during the year
BSA was testing.
2010-12-2 (93.568 Reporting CSD lacks sufficient internal controls to ensure it meets proper federal Procedures have been DOE written procedures are
reporting requirements. Specifically, CSD's written procedures do not updated to reconcile Calstars| anticipated to be completed by mid
include steps to reconcile the federal share of program outlays from and Accouning July 2011.
spreadsheets to official accounting records. Spreadsheets. Procedures
for CSBG and Liheap have
been writtien and adequately
document this process. DOE]
proceudres have been
updated, but the written
procedures are in still in
process of being revised.
2010-13-4 |93.568 Subrecipient CSD's audit services unit (ASU) did not always ensure it issued All audit reports have been

Monitoring

management decisions on audit findings within six months of receipt of
subrecipients' U.S. Office of Management and Budget Circular A-133
reports. In our review of eight subrecipients' audit reports, in one case CSD
did not issue a management decision within six months.

reviewed and a management
decision issued within six
months.

LEGEND FOR STATUS OF CORRECTIVE ACTION

finding.

basis.

REMAINS UNCORRECTED: No corrective action has been implemented or conducted.

FULLY CORRECTED: If audit findings were fully corrected and the recommendation(s) were implemented, explain what steps were taken to correct the
PARTIALLY CORRECTED: If audit findings are partially corrected, describe the planned corrective action as well as any partial corrective action taken.

REMAINS UNCORRECTED/DISAGREE WITH FINDING: If you disagree with the finding, your comments should explain fully the reasons for disagreement.
Where disagreement is based on interpretation of law, regulation, or the authority of officials to take or not take action, the response must include the legal




Prior Year Audit Finding Resolutions
4700 - Department of Community Services and Development

2009

Status of Corrective Action (Please see legend below for definitions)

Finding
Number

Federal
Program

Category of
Finding

Finding Summary

American Recovery
& Reinvestment Act

Related? | Explanation

Fully
Corrected (V
only)

Partially
Corrected (V
only)

Remains
Uncorrected
/ Disagree
with finding
(\ only)

Corrective
Action Plan
(Provide
details)

Date Fully
Corrected

2009-5-8

93.568

Eligibility

Local agencies did not always maintain sufficient
documentation such as applicants’ monthly income
or citizenship status to substantiate their assistance
eligibility determinations. Also, CSD allows
flexibility when calculating monthly income amounts
which could lead to local agencies inappropriately
approving applicants whose monthly income would
otherwise make them ineligible for assistance.
Also, public local agencies did not always obtain
sufficient citizenship documents for applicants.

No

2009-7-13

93.568

Earmarking

Community Services lacks sufficient internal
controls to ensure that it meets earmarking
requirements. Community Services does not have
a mechanism in place to track final expenditures
related to earmarking requirements.

No

2009-9-7

93.568

Procurement
and Suspension
and Debarment

Community Services did not comply with the
suspension and debarment requirements in the
Administration for Children and Families grants'
terms and conditions. Community Services did not
consult the federal Excluded Parties List System
(EPLS) to ensure that the subrecipients were
eligible for funding before it disbursed funds to
them.

No

2009-12-19

93.568

Reporting

Community Services lacks adequate internal
controls to ensure that proper federal reporting
requirements are met. Community Services'
policies and written procedures do not include
procedures to reconcile the federal share of
program outlays from spreadsheets to official
accounting records.

No




2009-14-3 [93.568 Subrecipient Community Services' audit services unit (ASU) did [No
Monitoring not always ensure that it issued management
decisions on audit findings within six months of
receipt of subrecipients' OMB Circular A-133
reports.

Partially
Corrected

In May 2010,
CSD entered
into a
contract with
the
Department
of Finance to
assist in
meeting its
obligation to
review single
audits within
the required
six months.

LEGEND FOR STATUS OF CORRECTIVE ACTION

FULLY CORRECTED: If audit findings were fully corrected and the recommendation(s) were
implemented, explain what steps were taken to correct the finding. If the finding is no longer valid,
please describe the circumstances. If corrective action is significantly different from corrective action
previously reported in the fiscal year 2008-09 Single Audit Report, then provide an explanation. If this
category is not applicable, please such with N/A.

PARTIALLY CORRECTED: If audit findings are partially corrected, describe the planned corrective
action as well as any partial corrective action taken. If corrective action is significantly different from
corrective action previously reported in the fiscal year 2008-09 Single Audit Report, then provide an
explanation. If this category is not applicable, please indicate such with N/A.

REMAINS UNCORRECTED/DISAGREE WITH FINDING: If you disagree with the finding, your
comments should explain fully the reasons for disagreement. Where disagreement is based on
interpretation of law, regulation, or the authority of officials to take or not take action, the response must
include the legal basis. If this category is not applicable, please indicate such with N/A.
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STATE ADMINISTRATIVE MANUAL

NUMBER:

MANAGEMENT MEMO MM 08-11

SUBJECT: DATE ISSUED:

SAFEGUARDING AGAINST AND RESPONDING TO A BREACH OF

SECURITY INVOLVING PERSONAL INFORMATION NOVEMBER 6, 2008
EXPIRES:

UNTIL RESCINDED

REFERENCES: ISSUING AGENCY:
CALIFORNIA INFORMATION PRACTICES ACT OF 1977 (CIVIL OFFICE OF INFORMATION
CODE SECTIONS 1798 ET. SEQ); STATE ADMINISTRATIVE SECURITY AND PRIVACY
MANUAL (SAM) SECTIONS 5100 AND 5300 THROUGH 5399 PROTECTION

BACKGROUND AND
PURPOSE

GENERAL POLICY

GS MM (REVISED 3/97)

Government Code section 11549.3 charges the Office of Information Security
and Privacy Protection (OISPP) with responsibility for the creation, updating,
and publishing of information security and privacy policies, standards, and
procedures directing state agencies to effectively manage security and risk for
information and information technology (as defined).

The purpose of this Management Memo (Memo) is to announce a new policy
requirement and procedural directive related to a state agency’s response to a
breach of security involving personal information. It also serves to reinforce
state agency responsibilities under existing law and state policy for
safeguarding personal information collected, used, maintained, and/or held in
custodianship in conjunction with the administration of state programs and
services, and to clarify existing security incident management policies and
procedures.

Safeguarding against and preventing security breaches involving personal
information is essential to maintaining the public’s trust in government. Failure
to protect personal information can place people in jeopardy in a variety of
ways, including identity theft, damage to reputation, and physical injury.

While ultimate responsibility rests with agency heads, every employee plays a
role in the protection of personal information. This Memo should receive the
widest possible distribution within state agencies, and each organization and
individual must understand their specific responsibilities for implementing and
complying with information security and privacy requirements and procedures.

Longstanding policies articulated in State Administrative Manual (SAM) and
law, including but not limited to SAM Sections 5100 and 5300 through 5399,
and the California Information Practices Act (IPA) of 1977 (Civil Code sections
1798 et seq.), require all state agencies to establish:

= Ongoing data inventory and classification procedures for all records held
by the agency. (SAM section 5320.5 and Chapter 1600).

= Administrative, technical, and physical safeguards to appropriately ensure
the security (confidentiality, integrity, and availability) of those records and
to protect against anticipated threats or hazards that could result in any
injury. (SAM sections 5310 and 5325, and Civil Code section 1798.21).

= Rules of conduct for any person involved in the design, development,
operation, use, disclosure, maintenance, and destruction of records

STATE of CALIFORNIA
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PERSONAL
INFORMATION
DEFINED

EXISTING
SAFEGUARD
REQUIREMENTS

GS MM (REVISED 3/97)

containing personal information. (Management Memo 06-12, SAM
sections 5310 and 5325, and Civil Code section 1798.20).

= Ongoing training and instruction to any persons involved in the design,
development, operation, use, disclosure, maintenance, and destruction of
records containing personal information about the rules and
consequences of noncompliance. (SAM section 5325 and Civil Code
section 1798.20).

= Encryption of portable computing devices and media that contain
confidential, personal and sensitive information. (SAM section 5345.2)

= Use of the American National Standards Institute (ANSI) management
information standards and the Federal Information Processing Standards
(FIPS) in their information management planning and operations. (SAM
section 5100). The ANSI standards are national consensus standards that
provide guidance on a variety of issues central to the public and industrial
sectors. Under the Information Technology Management Reform Act
(Public Law 104-106), the Secretary of Commerce approves standards
and guidelines that are developed by the National Institute of Standards
and Technology (NIST) for Federal computer systems. These standards
and guidelines are issued by NIST as FIPS for use government-wide.
NIST develops FIPS when there are compelling Federal government
requirements such as for security and interoperability and there are no
acceptable industry standards or solutions. Guidance documents and
requirements for implementing these standards include, without limitation,
those related to the validation of cryptographic modules found in
encryption products used for the protection of confidential, personal, or
sensitive information.

= A process to ensure individuals are notified when a security breach
involving their personal information has occurred. (SAM section 5350.3
and Civil Code section 1798.29).

The IPA broadly defines personal information in Civil Code section 1798.3 as
"any information that is maintained by the agency that identifies or describes
an individual, including, but not limited to, his or her name, social security
number, physical description, home address, home telephone number,
education, financial matters, and medical or employment history. It includes
statements made by or attributed to, the individual.”

For purposes of both the legal and state policy breach notification
requirements, the subset of personal information as defined in Civil Code
section 1798.29, subsections (e) through (f) is used and hereinafter referred
to as "notice-triggering" information.

The following are particularly important requirements within the existing legal
and policy framework that state agencies should already have implemented to
safeguard personal information:

1. Rules and Controls Limiting Access. Agencies must ensure that their
access control policies and practices support the principle of "least
privilege" and appropriate segregation of duties. Least privilege refers to
the granting of employee access to personal information or systems based

STATE of CALIFORNIA
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5.

on a legitimate business need to access the information in the
performance of their job duties (refer to Chapter 16, of NIST SP-800-12,
An Introduction to Computer Security). Agencies must also implement
controls to detect and deter misuse, unauthorized access, or access that
exceeds the limits of an employee’s authorized access. For example, an
employee may, by virtue of his or her job-related duties, have access to all
records in a particular database or system, including records that may be
held by the agency about those personally known to him or her (e.qg.,
friends, family members, neighbors, etc.). However, that employee should
not access those records unless specifically assigned a job-related duty in
support of the processing or handling of such records. Agencies must
also employ, to the extent practical, technical controls to automate
compliance with these requirements. (SAM sections 5100, 5335.1, 5335.2,
5340, and 20050).

Employee Training. Before permitting access to agency information and
information systems, agencies must train all employees (including
managers and contracted staff) about their privacy and security
responsibilities. Supervisors must also be trained about their role and
responsibilities for providing day-to-day instruction, training and
supervision of staff regarding their obligation to safeguard personal
information. Thereafter, agencies must train employees at least once
annually to ensure employees continue to understand their
responsibilities. Additional or advanced training should also be provided
commensurate with increased responsibilities or changes in duties. Both
initial and refresher training must cover acceptable rules of behavior and
the consequences when rules are not followed. For agencies
implementing telecommuting or telework, and other authorized remote
access programs, training must include the rules of such programs. (SAM
section 5325 and Civil Code section 1798.20).

Signed Acknowledgements. Agencies must ensure that all individuals
with authorized access to personal information sign an acknowledgement
at least once each year to demonstrate both their receipt of the rules and
requisite training, as well as their understanding of the consequences for
failure to follow the rules. (SAM section 5325).

Written Agreements with Third Parties. Agencies must ensure that when
personal information is shared with third parties, it is either specifically
permitted or required by law and that a written agreement is executed
between the parties. The written agreement is to identify the applicable
Federal and state laws, as well as all departmental policies, standards,
procedures, and security controls that must be implemented and followed
by the third party to adequately protect the information. The agreement
must also require the third party, and any of its sub-contractors with whom
they are authorized to share the data, to share only the minimum personal
information necessary, to securely return or destroy the personal
information upon expiration of the contract, and to provide immediate
notification to the state agency, and to individuals when appropriate,
whenever there is a breach of personal information. (SAM sections 5310
and 5320.3, and Civil Code section 1798.19).

Encryption. Agencies must encrypt all confidential, personal, or sensitive
data on mobile devices or media whenever that type of information is

STATE of CALIFORNIA
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10.

authorized for use on such devices or media, using only NIST certified
cryptographic modules (FIPS 140-2 validated products). (SAM sections
5100 and 5345.2).

Review and Reduce Current Personal Information Holdings. Agencies
must review current holdings of all records containing personal information
and ensure to the maximum extent practical, such holdings are reduced to
the minimum necessary for the proper performance of a documented
agency function. (Civil Code section 1798.14).

Review Current Forms and Other Methods of Personal Information
Collection. Agencies must review all current forms, paper, and any other
methods (e.g., online or telephony) used to collect personal information, to
ensure the specific authority or authorization to collect such information
exists, and appropriate notice is included on or with any such forms. (Civil
Code section 1798.17).

Eliminate Unnecessary Collection and Use. When in the course of such
reviews, the collection of personal information is no longer necessary for
an authorized business purpose, agencies shall ensure that its collection
is discontinued, and that the forms or any other methods used to collect
this information are properly retired, revised, or replaced. (Civil Code
section 1798.14).

Explore Alternatives to the Use of Social Security Numbers. Many
recently enacted privacy laws prohibit the use of Social Security numbers
as personal identifiers in state systems, or specifically require truncation
when they must be used. All state agencies should participate in
government-wide efforts to explore alternatives to the use of Social
Security numbers as a personal identifier for both recipients of state
programs and services, and state employees. (Civil Code sections
1798.14 and 1798.85).

Review Internal Controls to Safequard Personal Information. Agencies
must ensure that their risk management practices and ongoing
assessments and reviews include evaluations of the adequacy of controls
implemented to safeguard personal information held by the agency, and
its contractors, and its other custodians with whom data may be shared.
Internal controls include “Information Technology” controls, as well as
administrative controls. (SAM sections 5305 to 5305.2). Further, in
accordance with the California Financial Integrity and State Manager's
Accountability Act (FISMA) of 1983 (Government Code Sections 13400
through 13407), "internal accounting and administrative controls are the
methods through which reasonable assurances can be given that
measures adopted by state agency heads to safeguard assets, check
accuracy and reliability of accounting data, promote operational efficiency,
and encourage adherence to prescribed managerial policies are being
followed." To ensure the state FISMA requirements are fully complied
with, the head of each state agency must conduct an internal review and
report on the adequacy of its internal controls by December 31, of each
odd numbered year to the Legislature, the State Auditor, the Governor, the
Director of the Department of Finance, and the State Library. (SAM
section 20060). An agency's review of personal information holdings,
personal information collection methods, and internal controls to
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safeguard personal information may be completed in conjunction with the
agency's biennial FISMA review.

EXISTING INCIDENT Existing state law and state policy require agencies to carry out the following

MANAGEMENT AND incident management and breach response responsibilities:

BREACH RESPONSE

REQUIREMENTS 1. Promptly investigate incidents involving the improper dissemination of
information, or the loss, damage, or misuse of information assets.
Incident management includes the formulation and adoption of an incident
management plan that provides for the timely assembly of appropriate
staff and their response to, reporting on, and recovery from a variety of
incidents. Incident management also includes the application of lessons
learned, and the determination of, and implementation of appropriate
corrective actions to prevent or mitigate the risk of similar occurrences.
(SAM sections 5350 and 8643).

2. Immediately report any security incident, including any breach of personal
information as defined by Civil Code Section 1798.3 (includes non notice-
triggering personal information) to the California Highway Patrol's
Emergency Notification and Tactical Alert Center (ENTAC) at (916) 657-
8287. (SAM sections 5350.2 and 8643, and Government Code section
14613.7).

3. Notify individuals when a breach of their personal information was, or is
reasonably believed to have been acquired by an unauthorized person.
Civil Code section 1798.29, sub-sections (e) through (f) specifically require
notification to individuals in breaches of unencrypted computerized
personal information of a specified type (which is referred to as “notice-
triggering” information). Notice-triggering information includes the first
name or first initial and last name in combination with any one or more of
the following data elements:

a. Social Security number.

b. Driver's license number or California Identification Card
number.

c. Account number, credit or debit card number, in combination
with any required security code, access code, or password that
would permit access to an individual's financial account.

d. Medical information (as defined).

e. Health insurance information (as defined).

While Civil Code section 1798.29 focuses on computerized data elements,
the current state policy requires notification when a breach of an
individual's personal information involves these same "notice-triggering”
data elements or otherwise exposes individuals to substantial risk of harm,
regardless of the data medium. (SAM section 5350.3).

4. Prepare and submit a written follow-up Agency Security Incident Report
(SIMM 65C form) to OISPP, within ten (10) business days from the date of
initial reporting to ENTAC, that describes what occurred, what steps or
actions were taken to mitigate the risk of recurrence, and the cost
associated with both the incident and any corrective action. (SAM sections
5350.3 and 5360.1).

STATE of CALIFORNIA
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Effective immediately, any breach notification issued by a state agency, or the
agency's contractor or custodian, in conjunction with a breach of state owned
information assets must be submitted to OISPP for review and approval prior
to its dissemination or release to affected individual(s). This process will help
ensure consistency and clarity of notifications, as well as the accuracy of the
privacy protection procedures and instructions provided in the notification.

While the decision to notify individuals ultimately rests with agency heads;
when a breach occurs, agencies must seek guidance from, and consult with,
the OISPP, as well as the agency’s Legal Office, Information Security Officer
and Privacy Officer/Coordinator regarding the means by which individuals will
be notified.

In support of this policy, and to ensure state agencies understand their
responsibilities for making notification to individuals affected by a breach,
OISPP has also issued a new State Information Management Manual (SIMM)
document as a procedural directive, entitled SIMM 65D-Personal Information
Breach Notification: Requirements and Decision-Making Criteria for State
Agencies. This document outlines the current breach notification
requirements; the requirements for developing a protocol for internal
notifications; identifies decision making criteria that must be included in a
decision making procedure; and, provides a comprehensive checklist and
notification templates to assist state agencies with response to a breach of
personal information.

All state agencies and their employees, including contractors, state data
custodians, and volunteer service workers, are required to adhere to these
policies. Furthermore, state agencies are required to acknowledge the extent
to which they are meeting these requirements in their Agency Risk
Management and Privacy Program Certification, submitted annually to the
OISPP. (SAM sections 5300.3, 5315.1, 5320 through 5320.4, and 5360.1).

“Agencies” includes all state agencies, departments, offices, boards,
commissions, institutions, and special organizational entities unless otherwise
specifically exempted by law or state policy reference. (SAM section 5300.2).

Changes to the SAM will be forthcoming and will appear in the next update of
the SAM. To see the substance of this policy change, you may refer to the
following described documents on the OISPP Web site at:
www.infosecurity.ca.gov:

1. Advance Copy of Changes to State Administrative Manual sections
5320.2, 5320.3, 5320.5, 5350, and 5350.4

2. SIMM 65D-Security Breach Involving Personal Information: Requirements
and Decision Making Criteria for State Agencies

Questions regarding this Memo and related documents may be directed to
OISPP at (916) 445-5239 or by email at Security@oispp.ca.qgov

Original signed by Michael Saragoza, Undersecretary
For Rosario Marin, Secretary

Rosario Marin, Secretary
State and Consumer Services Agency

STATE of CALIFORNIA
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BUDGET LETTER

SUBJECT: .
SAFEGUARDING ACCESS TO STATE DATA DATEISSUED:  \jovember 16, 2004

REFERENCES:  STATE ADMINISTRATIVE MANUAL SECTIONS 4840.4, 4841.2 |SUPERSEDES:
4841.3

TO: Agency Secretaries
Department Directors
Departmental Budget Officers
Departmental Chief Information Officers
Departmental Information Security Officers
Department of Finance Budget Staff

FROM: DEPARTMENT OF FINANCE

Note: Budget Officers are requested to forward a copy of this Budget Letter (BL) to your
department’s Information Security Officers (ISOs) and department’s Chief Information Officers
(ClOs). The Finance State ISO Office will also distribute this BL separately to the ISOs and CIOs on
the current contact list.

BACKGROUND

The Department of Finance (Finance) is responsible for establishing the framework for the State’s
information technology (IT) security policies and activities, and for IT security oversight. This BL expands
upon and clarifies policy about protecting the State’s information resources.

The State Administrative Manual (SAM) Section 4841.2, Information Integrity and Security, requires that
each agency provide for the integrity and security of its automated files and databases. New policy in this
section requires written agreements with vendors, consultants, or researchers before they are allowed
access to State data.

Although some agencies already have practices in place that support these policies, it is critical that State
data in all agencies be protected through good policy and practice.

POLICY

The following definition and policy are effective immediately. The changes will appear in the next update of
the SAM. You may refer to Attachment |, “Advance Copy of Changes to State Administrative Manual
Sections 4840.4 and 4841.2," to see the context of this policy change.

Definition:

Non-State Entity. A business, organization, or individual that is not a State entity, but requires access to
State information assets in conducting business with the State. (This definition includes, but is not limited

to, researchers, vendors, consultants, and their employees, and entities associated with federal and local
government and other states.)

STATE OF CALIFORNIA



Policy:

Each agency must provide for the integrity and security of its information assets by ensuring that
responsibility for each automated file or database is defined.

Every agency must establish appropriate policies and procedures for preserving the integrity and security
of each automated file or database. This requirement includes the use of agreements with non-state
entities, to cover, at a minimum, the following:

o Appropriate levels of confidentiality for the data, based on data classification (see SAM section
4841.3);

e Standards for transmission and storage of the data, if applicable;

o Agreement to comply with all State policy and law regarding use of information resources and
data;

¢ Signed confidentiality statements;

e Agreement to apply security patches and upgrades, and keep virus software up-to-date on all
systems on which the data may be used; and

o Agreement to notify the State data owners promptly if a security incident involving the data
occurs.

CONTACTS AND QUESTIONS

You may call the State ISO Office at (916) 445-5239 if you have questions about this BL or about the
practices.

/sl Veronica Chung-Ng
Veronica Chung-Ng
Program Budget Manager

Attachment



BL 04-35
Attachment |

Advance Copy of Changes to State Administrative Manual Sections 4840.4 and 4841.2

New text is in italics; nothing was deleted.
4840.4 DEFINITIONS

Confidential Information. Information maintained by state agencies that is exempt from
disclosure under the provisions of the California Public Records Act (Government Code
Sections 6250-6265) or other applicable state or federal laws. See SAM Section 4841.3.

Critical Application. An application that is so important to the agency that its loss or
unavailability is unacceptable. With a critical application, even short-term unavailability of the
information provided by the application would have a significant negative impact on the health
and safety of the public or state workers; on the fiscal or legal integrity of state operations; or on
the continuation of essential agency programs.

Custodian of Information. An employee or organizational unit (such as a data center or
information processing facility) acting as a caretaker or an automated file or database.

Disaster. A condition in which an information asset is unavailable, as a result of a natural or
man-made occurrence, that is of sufficient duration to cause significant disruption in the
accomplishment of agency program objectives, as determined by agency management.

Hardening. A defense strategy to protect against attacks by removing vulnerable and
unnecessary services, patching security holes, and securing access controls.

Information Assets. (1) All categories of automated information, including (but not limited to)
records, files, and databases; and (2) information technology facilities, equipment (including
personal computer systems), and software owned or leased by state agencies.
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